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DéleZitost O Nizka | [0 Stredna X Vysoka 0O Kriticka CVSS skore: 8.8
Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné
Kod sektora (dopad)
Identifikator

Netgate pfSense Command Injection Vulnerability

Popis

Spoloénost Netgate vydala bezpecnostné aktualizacie, ktoré opravuji bezpecnostni zranitelnost
v produkte pfSense.

Zranitelnost v komponente WebGUI nachdadzajica sa vo funkcii dhcp_relinquish_lease() definovanej
v status_interfaces.php spoliva v nedostatonom overovani pouzivatelskych vstupov a vzdialeny
autentifikovany Gtocnik by ju prostrednictvom podvrhnutia HTTP POST parametrov mohol zneuzit na
vykonanie Skodlivého kdédu s ndsledkom uUplného narusenia dovernosti, integrity a dostupnosti
systému.

Datum prvého zverejnenia varovania
26.09.2018

CVE
CVE-2018-16055

Zasiahnuté systémy

Netgate pfSense verzie 2.3 (.0, .1, .2, .3, .3-p1, .4, .4-p1, .5, .5-p1, .5-p2)
Netgate pfSense verzie 2.4 (.0, .1, .2, .2-p1, .3, .3-p1)

Nasledky

Vykonanie Skodlivého kédu a Uplné narusenie dévernosti, integrity a dostupnosti systému
Eskalacia privilégii

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Zdroje

https://www.pfsense.org/security/advisories/pfSense-SA-18 08.webgui.asc
https://tools.cisco.com/security/center/viewAlert.x?alertld=58967
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Kod sektora (dopad)
Identifikator

Flatpak D-Bus Proxy Sandbox Escape Vulnerability

Popis

Vyvojari platformy pre virtualizaciu aplikacii Flatpak vydali bezpe¢nostné aktualizacie pre svoj produkt,
ktoré opravuju bezpecnostnu zranitelnost v komponente D-Bus Proxy.

Zranitelnost nachddzajica sa v dbus-proxy/flatpak-proxy.c spociva v nedostatocnej implementacii
mechanizmov autentifikdcie a lokdlny autentifikovany uUtoc¢nik by ju prostrednictvom podvrhnutia
$pecidlne vytvorenych D-Bus sprav mohol zneuZit na unik zo sandboxového prostredia a ziskanie Uplnej
kontroly nad rozhranim D-Bus.

Datum prvého zverejnenia varovania
26.09.2018

CVE
CVE-2018-6560

Zasiahnuté systémy
Flatpak verzie 0.8.0 az 0.8.8

Flatpak verzie 0.9.1 a7 0.9.12, 0.9.98, 0.9.98.1, 0.9.98.2, 0.9.99
Flatpak verzie 0.10.0 az 0.10.2.1)

Nasledky
Neopravneny prienik do systému

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Zdroje

https://github.com/flatpak/flatpak/commit/52346bf187b5a7f1c0fe9075b328b7ad6abe78f6
https://tools.cisco.com/security/center/viewAlert.x?alertld=58963
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DéleZitost O Nizka | [0 Stredna X Vysoka 0O Kriticka CVSS skore: 8.8
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Kod sektora (dopad)
Identifikator

Foxit Reader and Foxit PhantomPDF Multiple Vulnerabilities

Popis

Spoloénost Foxit Software vydala bezpecnostné aktualizacie na svoje produkty Foxit Reader a Foxit
PhantomPDF, ktoré opravuju viacero bezpecnostnych zranitelnosti.

NajvaznejSie bezpecnostné zranitelnosti si spdsobené nedostatoénym overovanim pouzivatelskych
vstupov vo funkcii setinterval() a umoZnuju vzdialenému neautentifikovanému Gtocnikovi
prostrednictvom podvrhnutia Specidlne upravenych suborov vykonat skodlivy kéd a sp6sobit Gplné
narusenie doévernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
28.09.2018

CVE

CVE-2018-17625, CVE-2018-17706, CVE-2018-17615, CVE-2018-17616, CVE-2018-17617, CVE-2018-17618,
CVE-2018-17619, CVE-2018-17620, CVE-2018-17621, CVE-2018-17622, CVE-2018-17623, CVE-2018-17624

Zasiahnuté systémy

Foxit Reader 9.2.0.9297 a starsie
Foxit PhantomPDF 9.2.0.9297 a starsie

Nasledky
Vykonanie Skodlivého kddu a Uplné narusenie dovernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporuc¢ame vykonat aktualizaciu zasiahnutych systémov.

Zdroje

https://www.foxitsoftware.com/support/security-bulletins.php
https://blog.talosintelligence.com/2018/10/foxit-pdf-reader-multiple-vulnerabilities.html
https://www.zerodayinitiative.com/advisories/ZDI-18-1094/
https://www.zerodayinitiative.com/advisories/ZDI-18-1094/
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https://www.foxitsoftware.com/support/security-bulletins.php
https://blog.talosintelligence.com/2018/10/foxit-pdf-reader-multiple-vulnerabilities.html
https://www.zerodayinitiative.com/advisories/ZDI-18-1094/
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DéleZitost O Nizka | [0 Stredna X Vysoka 0O Kriticka CVSS skore: 8.6
Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné

Kod sektora (dopad)

Identifikator

Cisco 10S and 10S XE Multiple Vulnerabilities

Popis

Cisco IOS a IOS XE.

systému.

Spoloénost Cisco vydala bezpecnostné aktualizacie, ktoré opravuju viacero zranitelnosti v produktoch

Najzavaznejsie zranitelnosti spocivaju v nespravnom spracovani SIP, HTTP a IPv6 paketov a vzdialeny
neautentifikovany utoc¢nik by ju prostrednictvom podvrhnutia Specidlne vytvorenych paketov mohol
zneuzit na znepristupnenie sluzby.
Ostatné zranitelnosti by utoénik mohol zneuZit na znepristupnenie sluzby a neopravneny pristup do

Datum prvého zverejnenia varovania

26.09.2018

CVE

CVE-2018-0197, CVE-
CVE-2018-0473, CVE-
CVE-2018-0485, CVE-2018-15368, CVE-2018-15369, CVE-2018-15371,
CVE-2018-15374, CVE-2018-15375, CVE-2018-15376, CVE-2018-15377

2018-0466, CVE-2018-0467, CVE-2018-0469,
2018-0475, CVE-2018-0476, CVE-2018-0477,

CVE-2018-0470,
CVE-2018-0480,
CVE-2018-15372,

CVE-2018-0471,
CVE-2018-0481,
CVE-2018-15373,

Zasiahnuté systémy

Cisco 10S and 10S XE Software

Nasledky

Znepristupnenie sluzby, Neopravneny pristup do systému

Odporucania

Administratorom odporuc¢ame vykonat aktualizaciu zasiahnutych systémov.
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Zdroje

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-cdp-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-digsig
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-ir800-memwrite
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-macsec
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-pnp-memleak
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-privesc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-shell-access
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-tacplus
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-vtp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-cdp-memleak
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-cmp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-errdisable
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-iosxe-cmdinj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-ipv6hbh
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-ptp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-sip-alg
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-sm1t3e3
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-webdos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-webuidos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-ospfv3-dos
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-cdp-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-digsig
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-ir800-memwrite
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-macsec
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-pnp-memleak
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-privesc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-shell-access
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-tacplus
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-vtp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-cdp-memleak
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-cmp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-errdisable
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-iosxe-cmdinj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-ipv6hbh
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-ptp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-sip-alg
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-sm1t3e3
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-webdos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-webuidos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-ospfv3-dos
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Kod sektora (dopad)
Identifikator

Linux Kernel Multiple Vulnerabilities

Popis

Vyvojari linuxového jadra vydali bezpecnostnu aktualizaciu svojho produktu, ktord opravuje viacero
bezpecénostnych zranitelnosti.

Najzévaznejsia zranitelnost sa nachadza vo funkcii create_elf tables a lokalny autentifikovany Gtocnik
by ju mohol zneuZit na eskaldciu privilégii a Uplné narusenie dovernosti, integrity a dostupnosti
systému. Na uvedenu zranitelnost je volne dostupny Proof-of-Concept kdd.

Druhd zranitelnost spociva v nedostato¢nej implementécii mechanizmov autentifikacie vo funkcii
chap_server_compute_md5() a vzdialeny neautentifikovany uUtoénik by ju mohol zneuzit na
znepristupnenie sluzby.

Datum prvého zverejnenia varovania
01.10.2018

CVE
CVE-2018-14634

Zasiahnuté systémy

Linux Kernel

Nasledky
Eskalacia privilégii

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Zdroje

https://tools.cisco.com/security/center/viewAlert.x?alertld=58964
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Kod sektora (dopad)
Identifikator

Telegram Leaking IP Vulnerability

Popis

Vyvojari komunikacnej platformy Telegram vydali bezpecnostnu aktualizaciu svojho produktu, ktora
opravuje viaceré bezpecnostné zranitelnosti.

Najvaznejsia bezpecnostna zranitefnost spociva v nedostato¢nej implementacii bezpecnostnych
mechanizmov a umozriuje vzdialenému neautentifikovanému UGtocnikovi identifikovat IP adresu
napadnutého zariadenia.

Datum prvého zverejnenia varovania
30.11.-0001

CVE
CVE-2018-17780, CVE-2018-17613

Zasiahnuté systémy

Telegram Desktop 1.3.14; 1.3.16 alpha
Telegram 3.3.0.0 WP8.1 pre Windows

Nasledky
Neopravneny pristup k citlivym Udajom

Odporucania

Administratorom a pouzivatefom odporicéame vykonat aktualizaciu zasiahnutych systémov.

Zdroje

https://thehackernews.com/2018/09/hack-telegram-messenger.html|?m=1
https://www.theregister.co.uk/2018/10/01/telegram bug ip addresses/
https://nvd.nist.gov/vuln/detail/CVE-2018-17780
https://www.inputzero.io/2018/09/bug-bounty-telegram-cve-2018-17780.html
https://nvd.nist.gov/vuln/detail/CVE-2018-17613
https://www.inputzero.io/2018/09/telegram-share-password-in-cleartext.html
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https://thehackernews.com/2018/09/hack-telegram-messenger.html?m=1
https://www.theregister.co.uk/2018/10/01/telegram_bug_ip_addresses/
https://nvd.nist.gov/vuln/detail/CVE-2018-17780
https://www.inputzero.io/2018/09/bug-bounty-telegram-cve-2018-17780.html
https://nvd.nist.gov/vuln/detail/CVE-2018-17613
https://www.inputzero.io/2018/09/telegram-share-password-in-cleartext.html

