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DéleZitost O Nizka | [0 Stredna X Vysoka 0O Kriticka CVSS skore: 8.8
Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné
Kod sektora (dopad)
Identifikator

Adobe ColdFusion zranitelhosti

Popis

Spoloénost Adobe vydala bezpecnostnu aktualizaciu na svoj produkt ColdFusion, ktora opravuje viacero
bezpecénostnych zranitelnosti.

NajzédvainejSia bezpecnostna zranitelnost umozriuje vzdialenému, neautentifikovanému uUtocénikovi
prostrednictvom podvrhnutia Specialne upravenych siborov vykonat skodlivy kéd s nasledkom uUplného
narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
24.09.2019

CVE
CVE-2019-8072, CVE-2019-8073, CVE-2019-8074

Zasiahnuté systémy

Adobe ColdFusion 2018 verzie starsie ako Update 5
Adobe ColdFusion 2016 verzie starSie ako Update 12

Nasledky
Vykonanie skodlivého kédu a Uplné narusenie dévernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a kltucov na dotknutom systéme a aj na inych systémoch, kde sa
pouZivalo rovnaké heslo ¢i kl'ug.

Zdroje

https://helpx.adobe.com/security/products/coldfusion/apsb19-47.html
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-adobe-coldfusion-could-allow-for-arbitrary-cod
e-execution-apsb19-47 2019-097/

https://exchange.xforce.ibomcloud.com/vulnerabilities/167508
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https://helpx.adobe.com/security/products/coldfusion/apsb19-47.html
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-adobe-coldfusion-could-allow-for-arbitrary-code-execution-apsb19-47_2019-097/
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-adobe-coldfusion-could-allow-for-arbitrary-code-execution-apsb19-47_2019-097/
https://exchange.xforce.ibmcloud.com/vulnerabilities/167508
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DéleZitost O Nizka | [0 Stredna X Vysoka 0O Kriticka CVSS skore: 8.8
Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné
Kod sektora (dopad)
Identifikator

LibreOffice zranitelnhosti

Popis

Vyvojari kancelarskeho balika LibreOffice vydali bezpeénostnu aktualiziciu na svojho produktu, ktora
opravuje kriticki bezpeénostnu zranitelnost.

BezpecCnostna zranitelnost je spdsobend nedostatocnou implementiciou bezpecnostnych
mechanizmov v komponente LibreLogo a umozZnuje vzdialenému, neautentifikovanému udtocnikovi
prostrednictvom podvrhnutia Specialne upravenych siborov vykonat skodlivy kéd s nasledkom uUpliného
narusenia dévernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
06.09.2019

CVE
CVE-2019-9855

Zasiahnuté systémy
LibreOffice verzie starSie ako 6.2.7 a 6.3.1

Nasledky
Vykonanie skodlivého kédu a Uplné narusenie dévernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Taktiez odporucame poucit pouZivatelov, aby neotvarali neoverené e-mailové spravy, prilohy
z neznamych zdrojov a nenavstevovali nedéveryhodné webové stranky.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klticov na dotknutom systéme a aj na inych systémoch, kde sa
pouZivalo rovnaké heslo ¢i kl'uc.

Zdroje

https://www.libreoffice.org/about-us/security/advisories/cve-2019-9855/
https://www.cisecurity.org/advisory/a-vulnerability-in-libreoffice-could-allow-for-arbitrary-command-executio

n_2019-098/
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https://www.libreoffice.org/about-us/security/advisories/cve-2019-9855/
https://www.cisecurity.org/advisory/a-vulnerability-in-libreoffice-could-allow-for-arbitrary-command-execution_2019-098/
https://www.cisecurity.org/advisory/a-vulnerability-in-libreoffice-could-allow-for-arbitrary-command-execution_2019-098/
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DéleZitost O Nizka | [0 Stredna X Vysoka 0O Kriticka CVSS skore: 8.8
Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné
Kod sektora (dopad)
Identifikator

Zranitelnosti Apple produktov

Popis

Spoloénost Apple vydala bezpecnostné aktualizacie na portfdlio svojich produktov, ktoré opravuju
viacero bezpecnostnych zranitelnosti.

NajvaznejSie bezpecnostné zranitelnosti umoziuju vzdialenému, neautentifikovanému utocnikovi
vykonat Skodlivy kéd s nasledkom dplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
26.09.2019

CVE

CVE-2019-3855, CVE-2019-8641, CVE-2019-8654, CVE-2019-8704, CVE-2019-8721, CVE-2019-8722,
CVE-2019-8723, CVE-2019-8724, CVE-2019-8725, CVE-2019-8738, CVE-2019-8739, CVE-2019-8775

Zasiahnuté systémy

Xcode verzie starSie ako 11.0

tvOS verzie starSie ako 13

Safari verzie starSie ako 13.0.1

iOS verzie starSie ako 13.1

iPadOS verzie starsSie ako 13.1

watchOS verzie starsie ako 5.3.2

macOS Mojave 10.14.6, Security Update 2019-005 High Sierra, Security Update 2019-005 Sierra

Nasledky

Vykonanie Skodlivého kédu a Gplné narusenie dovernosti, integrity a dostupnosti systému
Neoprdvneny pristup k citlivym Udajom

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vSetkych hesiel a kli¢ov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kl'tuc.

Zdroje

https://support.apple.com/en-us/HT210588

https://support.apple.com/en-us/HT210589

https://support.apple.com/en-us/HT210590

https://support.apple.com/en-us/HT210603

https://support.apple.com/en-us/HT210604

https://support.apple.com/en-us/HT210605

https://support.apple.com/en-us/HT210609
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-apple-products-could-allow-for-arbitrary-code-
execution 2019-099/
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https://support.apple.com/en-us/HT210588
https://support.apple.com/en-us/HT210589
https://support.apple.com/en-us/HT210590
https://support.apple.com/en-us/HT210603
https://support.apple.com/en-us/HT210604
https://support.apple.com/en-us/HT210605
https://support.apple.com/en-us/HT210609
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-apple-products-could-allow-for-arbitrary-code-execution_2019-099/
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-apple-products-could-allow-for-arbitrary-code-execution_2019-099/
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DéleZitost O Nizka | [0 Stredna X Vysoka 0O Kriticka CVSS skore: 8.8
Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné
Kod sektora (dopad)
Identifikator

Foxit Reader zranitelnosti

Popis

Spoloénost Foxit Software vydala bezpecnostnl aktualizdciu na svoj produkt Foxit Reader, ktord
opravuje viacero bezpeénostnych zranitelnosti.

NajzdvaznejSie  bezpelnostné zranitelnosti v  komponente V8 umozZfiuju vzdialenému,
neautentifikovanému utocnikovi prostrednictvom podvrhnutia upravenych PDF suborov vykonat
Skodlivy kéd s nasledkom dplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
29.09.2019

CVE
CVE-2019-13123, CVE-2019-13124, CVE-2019-5031

Zasiahnuté systémy

Foxit Reader verzie starsie ako 9.7

Nasledky
Vykonanie Skodlivého kdédu a Uplné narusenie dovernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporuc¢ame vykonat aktualizaciu zasiahnutych systémov. Taktiez odpori¢ame poucit
pouzivatefov, aby neotvdrali neoverené e-mailové spravy, prilohy z neznamych zdrojov
a nenavstevovali nedoveryhodné webové stranky.

Po odstraneni zranitefnosti, ktoré mézu sposobit Gnik informacii, je dobrou praxou zmena vsetkych
hesiel a klti¢ov na dotknutom systéme a aj na inych systémoch, kde sa pouZivalo rovnaké heslo ¢i klU¢.

Zdroje
https://www.foxitsoftware.com/support/security-bulletins.php
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https://www.foxitsoftware.com/support/security-bulletins.php
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DéleZitost O Nizka | [0 Stredna X Vysoka 0O Kriticka CVSS skore: 8.8
Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné
Kod sektora (dopad)
Identifikator

PHP viacero zranitelnosti

Popis

Vyvojari programovacieho jazyka PHP vydali bezpecnostnu aktualizaciu, ktora opravuje viacero chyb
a bezpecnostnych zranitelnosti.

NajzédvainejsSia bezpecCnostna zranitelnost vo funkcii mb_eregi() umozriuje vzdialenému,
neautentifikovanému Gtoc¢nikovi vykonat Skodlivy kdod s nasledkom dplného narusenia dovernosti,
integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
26.09.2019

CVE

Zasiahnuté systémy

PHP verzie starsie ako 7.3.10
PHP verzie starsie ako 7.2.23
PHP verzie starsie ako 7.1.30

Nasledky
Vykonanie Skodlivého kddu a Uplné narusenie dovernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsSetkych hesiel a kluc¢ov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kluc.

Zdroje

https://www.php.net/Changelog-7.php#7.3.10
https://www.php.net/Changelog-7.php#7.2.23
https://www.cisecurity.org/advisory/a-vulnerability-in-php-could-allow-for-arbitrary-code-execution 2019-101

[
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https://www.php.net/ChangeLog-7.php#7.3.10
https://www.php.net/ChangeLog-7.php#7.2.23
https://www.cisecurity.org/advisory/a-vulnerability-in-php-could-allow-for-arbitrary-code-execution_2019-101/
https://www.cisecurity.org/advisory/a-vulnerability-in-php-could-allow-for-arbitrary-code-execution_2019-101/
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Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné
Kod sektora (dopad)
Identifikator

Zranitelnosti produktov Cisco 10S a NX-OS

Popis

Spoloénost Cisco vydala bezpecnostné aktualizacie svoje produkty I10S a NX-OS, ktoré opravuju viacero
bezpecénostnych zranitelnosti.

NajzévaznejSie bezpecnostné zranitelnosti by vzdialeny neautentifikovany uto¢nik mohol zneuzit na
znepristupnenie sluzieb.

Datum prvého zverejnenia varovania
25.09.2019

CVE

CVE-2019-12646, CVE-2019-12647, CVE-2019-12648, CVE-2019-12649, CVE-2019-12650, CVE-2019-12651,
CVE-2019-12652, CVE-2019-12653, CVE-2019-12654, CVE-2019-12655, CVE-2019-12656, CVE-2019-12657,
CVE-2019-12658, CVE-2019-12659, CVE-2019-12660, CVE-2019-12661, CVE-2019-12662, CVE-2019-12663,
CVE-2019-12664, CVE-2019-12665, CVE-2019-12666, CVE-2019-12667, CVE-2019-12668, CVE-2019-126609,
CVE-2019-12670, CVE-2019-12671, CVE-2019-12672, CVE-2019-12709, CVE-2019-12717

Zasiahnuté systémy
Cisco I0OS XR
Cisco 10S XE
Cisco NX-0S

Nasledky

Znepristupnenie sluzby
Neopravneny pristup do systému

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.
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Zdroje

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-awr
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-ctspac-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-http-client
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-dt
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-httpserv-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iosxe-codeexec
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iosxe-ctbypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iox-gs
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-isdn-data-leak
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-nx0s-vman-cmd-inj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-sbxss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-tsec
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-vman
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-vman-cmd-injection
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-xr-asr9k-privesc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-identd-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iosxe-digsig-bypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-utd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-ftp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iox
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iosxe-fsdos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-rawtcp-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-sip-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-webui-cmd-
injection
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-i0s-gos-auth
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-cat4000-tcp-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-sip-alg
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-awr
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-ctspac-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-http-client
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-dt
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-httpserv-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iosxe-codeexec
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iosxe-ctbypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iox-gs
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-isdn-data-leak
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-nxos-vman-cmd-inj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-sbxss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-tsec
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-vman
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-vman-cmd-injection
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-xr-asr9k-privesc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-identd-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iosxe-digsig-bypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-utd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-ftp
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iox
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-iosxe-fsdos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-rawtcp-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-sip-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-webui-cmd-injection
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-webui-cmd-injection
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-ios-gos-auth
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-cat4000-tcp-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-sip-alg
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Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné
Kod sektora (dopad)
Identifikator

eBrigade zranitelhosti

Popis

Vyvojari aplikacie eBrigade vydali bezpecnostnu aktualizéciu svojho produktu, ktord opravuje viacero
bezpecénostnych zranitelnosti.

Bezpecnostné zranitelnosti su spdsobené su sposobené nedostatoénym overovanim pouZzivatelskych
vstupov a umozfiuju vzdialenému, neautentifikovanému Utoc¢nikovi prostrednictvom SQL injekcie ziskat
neopravneny pristup k citlivym ddajom.

Datum prvého zverejnenia varovania
26.09.2019

CVE
CVE-2019-16743, CVE-2019-16744, CVE-2019-16745

Zasiahnuté systémy

eBrigade verzie starSie ako 5.0

Nasledky
Neopravneny pristup k citlivym Gdajom
Neopravneny pristup do systému

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.
Po odstraneni zranitelnosti, ktoré mézu spdsobit Unik informacii, je dobrou praxou zmena vsetkych
hesiel a klti¢ov na dotknutom systéme a aj na inych systémoch, kde sa pouzivalo rovnaké heslo ¢i kluc.

Zdroje
https://seclists.org/fulldisclosure/2019/Sep/34
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