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(o Identifikator Dolezitost CVSS Skoére
01. WhatsApp for Android zranitelnost Vysoka 8.8
02. Cisco produkty viacero zranitelnosti Vysoka 8.8
03. Apple iCloud a macOS zranitelnosti Vysoka 8.8
04. Zranitelnost produktov Yokogawa Vysoka 8.4
05. Android zero-day zranitelhost Vysoka 8.0
06. vBulletin zranitelnosti Vysokd 7.9
07. Ruby zranitelnosti Vysoka 7.8
08. PuTTY zranitelnosti Vysoka 7.5
09. Signal for Android zranitelnost Vysoka 7.5
10. IBM Security Directory Server zranitefnosti Vysoka 7.5
11. Moxa EDR 810 zranitelnosti Vysoka 7.2
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DéleZitost O Nizka | [0 Stredna X Vysoka 0O Kriticka CVSS skore: 8.8
Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné
Kod sektora (dopad)
Identifikator

WhatsApp for Android zranitelnost

Popis

Spoloénost Facebook vydala bezpeénostnl aktualizaciu na svoj produkt WhatsApp for Android, ktord
opravuje bezpecnostnu zranitelnost.

BezpecCnostna zranitelnost v kniznici libpl_droidsonroids_gif.so je spdsobend nedostato¢nou
implementaciou bezpecnostnych mechanizmov a umoZnuje vzdialenému, neautentifikovanému
Utocnikovi prostrednictvom podvrhnutia Specidlne upravenych gif sdborov vykonat skodlivy kéd
s nasledkom uUplného narusenia dovernosti, integrity a dostupnosti systému.

Proof-of-concept kdd popisujuci danu zranitelnost je volne dostupny.

Datum prvého zverejnenia varovania
02.10.2019

CVE
CVE-2019-11932

Zasiahnuté systémy

android gif drawable verzie starSie ako 1.2.18
WhatsApp for Android verzie starSie ako 2.19.244

Nasledky
Vykonanie Skodlivého kédu a Uplné narusenie dévernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klticov na dotknutom systéme a aj na inych systémoch, kde sa
pouZivalo rovnaké heslo ¢i kl'uc.

Zdroje

https://awakened1712.github.io/hacking/hacking-whatsapp-gif-rce/
https://thehackernews.com/2019/10/whatsapp-rce-vulnerability.html
https://www.facebook.com/security/advisories/cve-2019-11932
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Cisco produkty viacero zranitelnosti

Popis

Spoloénost Cisco vydala aktualizdcie na vacsie mnoizstvo svojich produktov, ktoré opravuju viacero
bezpecnostnych zranitelnosti.

NajzavaznejsSie bezpecnostné zranitelnosti v produkte Firepower su spbésobené nedostatoénym
overovanim pouzivatelskych vstupov a umoznuju vzdialenému, autentifikovanému Gtocnikovi vykonat
Skodlivy kéd s nasledkom Uplného narusenia dévernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
02.10.2019

CVE

CVE-2019-12630, CVE-2019-12631, CVE-2019-12673, CVE-2019-12674, CVE-2019-12675, CVE-2019-12676,
CVE-2019-12677, CVE-2019-12678, CVE-2019-12679, CVE-2019-12680, CVE-2019-12681, CVE-2019-12682,
CVE-2019-12683, CVE-2019-12684, CVE-2019-12685, CVE-2019-12686, CVE-2019-12687, CVE-2019-12688,
CVE-2019-12689, CVE-2019-12690, CVE-2019-12691, CVE-2019-12693, CVE-2019-12694, CVE-2019-12695,
CVE-2019-12696, CVE-2019-12697, CVE-2019-12698, CVE-2019-12699, CVE-2019-12700, CVE-2019-12701,
CVE-2019-12706, CVE-2019-12707, CVE-2019-12710, CVE-2019-12711, CVE-2019-12712, CVE-2019-12713,
CVE-2019-12714, CVE-2019-12715, CVE-2019-12716, CVE-2019-15256, CVE-2019-15259, CVE-2019-15272,
CVE-2019-1915

Zasiahnuté systémy

Cisco Security Manager

Cisco IC3000 Industrial Compute Gateway
Cisco Prime Infrastructure

Cisco Unified Contact Center Express
Cisco FXOS Software

Cisco Email Security Appliance

Cisco Adaptive Security Appliance (ASA)
Cisco Firepower

Cisco Unified Communications Manager
Cisco Unified Communications Manager Session Management Edition (SME)
Cisco Identity Services Engine (ISE)

Nasledky

Vykonanie Skodlivého kddu a Uplné narusenie dovernosti, integrity a dostupnosti systému
Eskalacia privilégii, Neopravneny pristup k citlivym Gdajom

Znepristupnenie sluzby

Odporucania

Administratorom odporiéame bezodkladne vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vSetkych hesiel a kli€ov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kltuc.
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Zdroje

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fmc-rce-12689
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fmc-sql-inj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fxos-cmd-inject
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ftd-fpmc-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ftd-container-esc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-ssl-vpn-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fmc-rce
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-ospf-Isa-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fmc-com-inj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cucm-csrf
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-ftd-sip-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-ftd-ikevl-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-uccx-http
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-sm-java-deserial
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-pi-xss-12712
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-pi-xss-12713
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ise-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ucm-secbypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ic3000-icg-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ftd-cmdinj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-firepwr-bypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fmc-dir-trav
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fire-bypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-esa-bypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cucm-xss-12716
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cucm-xxe
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cuc-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cucm-xss-12715
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cuc-inject
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-scp-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-ftd-dos
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fmc-rce-12689
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fmc-sql-inj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fxos-cmd-inject
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ftd-fpmc-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ftd-container-esc
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-ssl-vpn-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fmc-rce
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-ospf-lsa-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fmc-com-inj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cucm-csrf
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-ftd-sip-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-ftd-ikev1-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-uccx-http
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-sm-java-deserial
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-pi-xss-12712
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-pi-xss-12713
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ise-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ucm-secbypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ic3000-icg-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-ftd-cmdinj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-firepwr-bypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fmc-dir-trav
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-fire-bypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-esa-bypass
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cucm-xss-12716
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cucm-xxe
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cuc-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cucm-xss-12715
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-cuc-inject
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-xss
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-scp-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20191002-asa-ftd-dos
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Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné

Kod sektora (dopad)

Identifikator

Apple iCloud a macOS zranitelnosti

Popis

Spoloénost Apple vydala bezpecénostné aktualizicie na svoje produkty macOS a iCloud, ktoré opravuju
viacero bezpecnostnych zranitelnosti.

Najvaznejsie bezpecnostné zranitelnosti umoziuju vzdialenému, autentifikovanému utoc¢nikovi vykonat
skodlivy kéd s nasledkom Uplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
07.10.2019

CVE

CVE-2019-11041, CVE-2019-11042, CVE-2019-8625, CVE-2019-8701, CVE-2019-8705, CVE-2019-8707,
CVE-2019-8717, CVE-2019-8719, CVE-2019-8726, CVE-2019-8730, CVE-2019-8733, CVE-2019-8735,
CVE-2019-8745, CVE-2019-8748, CVE-2019-8755, CVE-2019-8757, CVE-2019-8758, CVE-2019-8763,
CVE-2019-8768, CVE-2019-8769, CVE-2019-8770, CVE-2019-8772, CVE-2019-8781

Zasiahnuté systémy

macOS verzie starSie ako Catalina 10.15
iCloud for Windows verzie starsie ako 7.14 a 10.7

Nasledky

Vykonanie Skodlivého kédu a Gplné narusenie dovernosti, integrity a dostupnosti systému
Neoprdvneny pristup k citlivym Gdajom

Odporucania

Administratorom odporuc¢ame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vSetkych hesiel a kli¢ov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kl'tuc.

Zdroje

https://support.apple.com/en-us/HT210634
https://support.apple.com/en-us/HT210636
https://support.apple.com/en-us/HT210637
https://www.theregister.co.uk/2019/10/07/apple catalina_security/
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https://support.apple.com/en-us/HT210634
https://support.apple.com/en-us/HT210636
https://support.apple.com/en-us/HT210637
https://www.theregister.co.uk/2019/10/07/apple_catalina_security/
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Kod sektora (dopad)

Identifikator

Zranitelnost produktov Yokogawa

Popis

Spoloénost Yokogawa vydala bezpecnostné aktualizacie na portfdlio svojich produktov, ktoré opravuju
bezpecnostnu zranitelnost.

BezpecCnostna zranitelnost je spdsobend nedostatocnou implementiciou bezpecnostnych
mechanizmov a umoziuje lokdlnemu, neautentifikovanému utocnikovi vykonat Skodlivy kéd
s nasledkom uplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
27.09.2019

CVE
CVE-2019-6008

Zasiahnuté systémy

Exaopc verzie starSie ako R3.78.00

Exaplog verzie starSie ako R3.40.00 a R3.40.06
Exaquantum verzie starsie ako R3.15.00
Exaquantum/Batchverzie starsie ako R3.10.00
Exasmoc (koniec podpory)

Exarge (koniec podpory)

GA10 verzie starSie ako R3.05.06
InsightSuiteAE verzie starSie ako R1.07.00

Nasledky
Vykonanie skodlivého kédu a Uplné narusenie dévernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporucame bezodkladne vykonat aktualizaciu zasiahnutych systémov. Riadiace
jednotky a systémy odporicame prevadzkovat Uplne oddelené od internetu.

Zdroje

https://web-material3.yokogawa.com/1/28032/files/YSAR-19-0003-E.pdf
https://www.us-cert.gov/ics/advisories/icsa-19-274-02
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https://web-material3.yokogawa.com/1/28032/files/YSAR-19-0003-E.pdf
https://www.us-cert.gov/ics/advisories/icsa-19-274-02
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Identifikator

Android zero-day zranitelnost

Popis

Bezpecnostni vyskumnici informovali o bezpecnostnej zranitelhosti v linuxovom jadre systému Android,
ktord je v sucasnosti aktivne zneuzivana utocnikmi.

Bezpecnostna zranitelnost v komponente Binder driver umozriuje vzdialenému, neautentifikovanému
utocnikovi eskalovat svoje privilégid na napadnutom systéme.

Datum prvého zverejnenia varovania
04.10.2019

CVE
CVE-2019-2215

Zasiahnuté systémy
Android kernel okrem verzii 3.18, 4.4, a 4.9

Nasledky
Eskalacia privilégii

Odporucania

Bezpecnostna aktualizacia opravujlca danu zranitelnost doposial nebola vydana. Odporiéame sledovat
stranky vyrobcu a po vydani bezpeénostnych zéplat vykonat aktualizaciu.

Taktiez odporucame poucit pouzivatelov, aby neotvarali neoverené e-mailové spravy, prilohy
z nezndmych zdrojov a neinstalovali neoverené aplikacie.

Zdroje

https://bugs.chromium.org/p/project-zero/issues/detail?id=1942
https://thehackernews.com/2019/10/android-kernel-vulnerability.html
https://www.helpnetsecurity.com/2019/10/04/cve-2019-2215/
https://arstechnica.com/information-technology/2019/10/attackers-exploit-Oday-vulnerability-that-gives-full-
control-of-android-phones/
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https://bugs.chromium.org/p/project-zero/issues/detail?id=1942
https://thehackernews.com/2019/10/android-kernel-vulnerability.html
https://www.helpnetsecurity.com/2019/10/04/cve-2019-2215/
https://arstechnica.com/information-technology/2019/10/attackers-exploit-0day-vulnerability-that-gives-full-control-of-android-phones/
https://arstechnica.com/information-technology/2019/10/attackers-exploit-0day-vulnerability-that-gives-full-control-of-android-phones/
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Kod sektora (dopad)

Identifikator

vBulletin zranitelhosti

Popis

Vyvojari systému vBulletin vydali bezpecnostnu aktualizaciu svojho produktu, ktord opravuje viacero
bezpecénostnych zranitelnosti.

NajzédvaznejSia bezpeclnostnd zranitefnost vo funkcii ajax/api/user/updateAvatar je spbsobend
nedostato¢nou implementdciou bezpecnostnych mechanizmov a umoifuje vzdialenému,
autentifikovanému Gtocnikovi prostrednictvom zasielania Specidlne upravenych poZiadaviek vykonat
skodlivy kéd s nasledkom Uplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
07.10.2019

CVE
CVE-2019-17132, CVE-2019-17271

Zasiahnuté systémy
vBulletin verzie starsie ako 5.5.4 Patch Level 2, 5.5.3, Patch Level 2 a 5.5.2 Patch Level 2

Nasledky
Vykonanie skodlivého kédu a Uplné narusenie dévernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsSetkych hesiel a kluc¢ov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kluc.

Zdroje
https://seclists.org/fulldisclosure/2019/0ct/8

https://seclists.org/fulldisclosure/2019/0ct/9
https://www.cybersecurity-help.cz/vdb/SB2019100801
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Kod sektora (dopad)
Identifikator

Ruby zranitelnosti

Popis

Vyvojari programovacieho jazyka Ruby vydali aktualizdciu svojho produktu, ktora riesi viacero
zranitelnosti.

NajzdvaznejSia bezpecnostnd zranitelnost v komponente lib/shell.rb je spdsobend nedostatoénym
overovanim pouzivatelskych vstupov a umozriuje lokdlnemu, neautentifikovanému dtoc¢nikovi vykonat
Skodlivy kéd s nasledkom Uplného narusenia dévernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
01.10.2019

CVE
CVE-2019-15845, CVE-2019-16201, CVE-2019-16254, CVE-2019-16255

Zasiahnuté systémy
Ruby verzie starSie ako 2.4.8,2.5.7a 2.6.5

Nasledky

Vykonanie Skodlivého kdédu a Uplné narusenie dovernosti, integrity a dostupnosti systému
Znepristupnenie sluzby

Odporucania

Administratorom zasiahnutych systémov odporicame nainstalovat bezpec¢nostné aktualizacie.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a kltucov na dotknutom systéme a aj na inych systémoch, kde sa
pouZivalo rovnaké heslo ¢i kl'ug.

Zdroje

https://www.ruby-lang.org/en/news/2019/10/01/ruby-2-6-5-released/
https://www.ruby-lang.org/en/news/2019/10/01/ruby-2-5-7-released/
https://www.ruby-lang.org/en/news/2019/10/01/ruby-2-4-8-released/
https://www.ruby-lang.org/en/news/2019/10/01/code-injection-shell-test-cve-2019-16255/
https://www.ruby-lang.org/en/news/2019/10/01/http-response-splitting-in-webrick-cve-2019-16254/
https://www.ruby-lang.org/en/news/2019/10/01/nul-injection-file-fnmatch-cve-2019-15845/
https://www.ruby-lang.org/en/news/2019/10/01/webrick-regexp-digestauth-dos-cve-2019-16201/
https://www.suse.com/security/cve/CVE-2019-16255/
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Kod sektora (dopad)

Identifikator

PuTTY zranitelnosti

Popis

Vyvojari PuTTY vydali bezpe¢nostnd aktualizaciu na svoj produkt, ktorda opravuje viacero
bezpecnostnych zranitelnosti.

NajzédvaznejSia bezpecnostna zranitefnost spociva v nedostatocnej implementacii bezpecnostnych
mechanizmov a umozniuje vzdialenému, neautentifikovanému Gtocnikovi ziskat neopravneny pristup
k citlivym ddajom.

Datum prvého zverejnenia varovania
29.09.2019

CVE
CVE-2019-14961, CVE-2019-17067, CVE-2019-17069

Zasiahnuté systémy
PuTTY verzie starsie ako 0.73

Nasledky
Neopravneny pristup k citlivym Gdajom
Znepristupnenie sluzieb

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.
Po odstraneni zranitelnosti, ktoré mézu spdsobit Unik informacii, je dobrou praxou zmena vsetkych
hesiel a klti¢ov na dotknutom systéme a aj na inych systémoch, kde sa pouzivalo rovnaké heslo ¢i kluc.

Zdroje
https://lists.tartarus.org/pipermail/putty-announce/2019/000029.html
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Kod sektora (dopad)

Identifikator

Signal for Android zranitefnost

Popis

Vyvojari komunikacnej aplikacie Signal vydali bezpecnostnld aktualizdciu svojho produktu, ktora
opravuje bezpecnostnu zranitelnost.

Bezpecnostnd  zranitelnost vo  funkcii  handleCallConnected  umoZriuje  vzdialenému,
neautentifikovanému atocnikovi zrealizovat audio hovor s pouzivatelom bez toho, aby pouzivatel
prichadzajuci hovor akceptoval.

Datum prvého zverejnenia varovania
04.10.2019

CVE

Zasiahnuté systémy

Signal for Android verzie starsie ako v4.47.7

Nasledky
Neopravneny pristup k citlivym Gdajom

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Zdroje

https://thehackernews.com/2019/10/signal-messenger-bug.html
https://bugs.chromium.org/p/project-zero/issues/detail?id=1943
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Kod sektora (dopad)

Identifikator

IBM Security Directory Server zranitelnosti

Popis

Spoloénost IBM vydala bezpecnostni aktualizaciu na svoj produkt Security Directory Server, ktord
opravuje viacero bezpeénostnych zranitelnosti.

NajzédvaznejSia bezpecnostna zranitefnost spociva v nedostatocnej implementacii bezpecnostnych
mechanizmov a umoziuje vzdialenému, neautentifikovanému uUtoénikovi ziskat pristup k citlivym
udajom.

Datum prvého zverejnenia varovania
01.10.2019

CVE
CVE-2019-4520, CVE-2019-4538, CVE-2019-4539, CVE-2019-4542, CVE-2019-4549

Zasiahnuté systémy

IBM Security Directory Server verzie starsie ako 6.4.0.19

Nasledky

Neopravneny pristup k citlivym Gdajom
Neopravneny pristup do systému
Neopravnend zmena v systéme

Odporucania

Administratorom odporuéame bezodkladne vykonat aktualizaciu zasiahnutych systémov.
Po odstraneni zranitefnosti, ktoré mézu sposobit Gnik informacii, je dobrou praxou zmena vsetkych
hesiel a klti¢ov na dotknutom systéme a aj na inych systémoch, kde sa pouZivalo rovnaké heslo ¢i klU¢.

Zdroje
https://www.ibm.com/support/pages/node/1077045
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Kod sektora (dopad)

Identifikator

Moxa EDR 810 zranitelnhosti

Popis

Spoloénost Moxa vydala bezpecnostnu aktualizaciu na svoje smerovacde rady EDR 810, ktora opravuje
viacero bezpecnostnych zranitelnosti.

NajzédvaznejSia bezpecnostna zranitelnost vo webovej konzole je spbsobena nedostatoénym
overovanim pouzivatelskych vstupov a umoznuje vzdialenému, autentifikovanému utocnikovi vykonat
Skodlivy kéd s nasledkom Uplného narusenia dévernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
01.10.2019

CVE
CVE-2019-10963, CVE-2019-10969

Zasiahnuté systémy
Moxa EDR 810 verzie starSie ako 5.2

Nasledky
Vykonanie Skodlivého kdédu a Uplné narusenie dovernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klucov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kltuc.

Zdroje

https://www.moxa.com/en/support/support/security-advisory/edr-810-series-secure-router-vulnerabilities-(1)
https://www.us-cert.gov/ics/advisories/icsa-19-274-03
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