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DéleZitost O Nizka | [0 Stredna X Vysoka 0O Kriticka CVSS skore: 8.8
Klasifikacia X Neutajované / TLP(WHITE) O Vyhradené O D6verné O Tajné
Kod sektora (dopad)
Identifikator

WordPress Page Builder viacero zranitelnosti

Popis

Vyvojari WordPress zasuvného modulu Page Builder vydali bezpecnostnu aktualizaciu, ktora opravuje
viacero bezpecnostnych zranitelnosti.

BezpecCnostné zranitelnosti su spOsobené nedostatoénym overovanim pouzivatelskych vstupov
a umoziuju vzdialenému, neautentifikovanému UGtocnikovi prostrednictvom CSRF uUtoku vykonat
Skodlivy kéd s nasledkom dplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
11.05.2020

CVE

Zasiahnuté systémy

Page Builder by SiteOrigin verzie starSie ako 2.10.16

Nasledky
Vykonanie Skodlivého kdédu a Uplné narusenie dovernosti, integrity a dostupnosti systému

Odporucania

Odporucame uistit sa, ¢i Vase webové stranky nie si zaloZzené na redakénom systéme Wordpress so
zranitelnou verziou pluginu. V pripade Ze 4no, zabezpecte aktualizaciu redakéného systému a pluginu.
Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a kltucov na dotknutom systéme a aj na inych systémoch, kde sa
pouZivalo rovnaké heslo ¢i kl'ug.

Zdroje
https://www.wordfence.com/blog/2020/05/vulnerabilities-patched-in-page-builder-by-siteorigin-affects-over-

1-million-sites/

https://www.securityweek.com/vulnerabilities-page-builder-plugin-expose-1-million-wordpress-websites
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Kod sektora (dopad)
Identifikator

Eaton Intelligent Power Manager zranitelnosti

Popis

Spoloénost Eaton vydala bezpecnostnu aktualizaciu na svoj produkt Intelligent Power Manager, ktord
opravuje bezpecnostné zranitelnosti.

NajzévaznejSia bezpecnostnd zranitelhost je spdsobena nedostatocnym overovanim pouzivatelskych
vstupov a umozfiuje vzdialenému, autentifikovanému Gtocnikovi vykonat skodlivy kod s nasledkom
uplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
04.05.2020

CVE
CVE-2020-6651, CVE-2020-6652

Zasiahnuté systémy

Eaton Intelligent Power Manager verzie starSie ako 1.68

Nasledky
Vykonanie Skodlivého kdédu a Uplné narusenie dovernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klucov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kltuc.

Riadiace jednotky a systémy odporucame prevadzkovat Uplne oddelené od internetu.

Zdroje

https://www.eaton.com/content/dam/eaton/company/news-insights/cybersecurity/security-bulletins/eaton-v
ulnerability-advisory-intelligent-power-manager-v1-1.pdf
https://www.us-cert.gov/ics/advisories/icsa-20-133-01
https://www.zerodayinitiative.com/advisories/ZDI-20-650/
https://www.zerodayinitiative.com/advisories/ZDI|-20-649/
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https://www.eaton.com/content/dam/eaton/company/news-insights/cybersecurity/security-bulletins/eaton-vulnerability-advisory-intelligent-power-manager-v1-1.pdf
https://www.eaton.com/content/dam/eaton/company/news-insights/cybersecurity/security-bulletins/eaton-vulnerability-advisory-intelligent-power-manager-v1-1.pdf
https://www.us-cert.gov/ics/advisories/icsa-20-133-01
https://www.zerodayinitiative.com/advisories/ZDI-20-650/
https://www.zerodayinitiative.com/advisories/ZDI-20-649/
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Kod sektora (dopad)
Identifikator

F5 BIG-IP viacero zranitelnosti

Popis

Spoloc¢nost F5 informovala o bezpec¢nostnych zranitefnostiach vo svojich produktoch BIG-IP (APM)
a APM Clients.

NajzévaznejSia bezpecnostna zranitelnost v komponente Edge Client je sp6sobend nedostato¢nym
overovanim pouzivatelskych vstupov a umoZniuje vzdialenému, neautentifikovanému utocnikovi
prostrednictvom podvrhnutia Specidlne upraveného webového obsahu vykonat Skodlivy kéd
s nasledkom uUplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania

12.05.2020

CVE

CVE-2020-5896, CVE-2020-5897, CVE-2020-5898

Zasiahnuté systémy

BIG-IP (APM) verzie 11.6.1 az 15.1.0
BIG-IP APM Clients verzie 7.1.5 a3z 7.1.9

Nasledky

Vykonanie Skodlivého kddu a Uplné narusenie dovernosti, integrity a dostupnosti systému

Odporucania

Bezpecnostna aktualizdcia rieSiaca uvedené zranitelnosti doposial nebola vydana. Odporuéame
sledovat stranky vyrobcu a po vydani bezpeénostnych zaplat vykonat aktualizaciu.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klticov na dotknutom systéme a aj na inych systémoch, kde sa
pouZivalo rovnaké heslo ¢i kl'uc.

Taktiez odporucame poucit pouzivatelov, aby neotvarali neoverené e-mailové spravy, prilohy
z nezndmych zdrojov a nenavstevovali nedoveryhodné webové stranky.

Zdroje

https://support.f5.com/csp/article/K15478554
https://support.f5.com/csp/article/K69154630
https://support.f5.com/csp/article/K20346072
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TYPO3 viacero zranitelnosti

Popis

Vyvojari redakéného systému TYPO3 vydali bezpecnostné aktualizacie, ktoré opravuju viacero
bezpecnostnych zranitelnosti.

BezpecCnostné zranitelnosti su spOsobené nedostatoénym overovanim pouzivatelskych vstupov
a umoznuju vzdialenému, neautentifikovanému utocnikovi vykonat skodlivy kéd s nasledkom uplného
narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
12.05.2020

CVE

CVE-2020-10802, CVE-2020-10803, CVE-2020-10804, CVE-2020-11063, CVE-2020-11064, CVE-2020-11065,
CVE-2020-11066, CVE-2020-11067, CVE-2020-11069, CVE-2020-11070, CVE-2020-12697, CVE-2020-12698,
CVE-2020-12699, CVE-2020-12700

Zasiahnuté systémy
TYPO3 verzie starsie ako 9.5.17 a 10.4.2

Nasledky
Vykonanie Skodlivého kédu a Uplné narusenie dévernosti, integrity a dostupnosti systému

Odporucania

Odporucame uistit sa, ¢i Vase webové stranky nie si zalozené na redakénom systéme TYPO3
v zranitelnych verziach. V pripade Ze ano, zabezpecte aktualizaciu redakéného systému a pluginov.

Po odstraneni zranitelnosti, ktoré mohli sposobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klucov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kltuc.

Zdroje

https://typo3.org/security/advisory/typo3-core-sa-2020-004
https://typo3.org/security/advisory/typo3-core-sa-2020-005
https://typo3.org/security/advisory/typo3-core-sa-2020-006
https://typo3.org/security/advisory/typo3-ext-sa-2020-006
https://typo3.org/security/advisory/typo3-ext-sa-2020-008
https://typo3.org/security/advisory/typo3-core-sa-2020-003
https://typo3.org/security/advisory/typo3-ext-sa-2020-007
https://typo3.org/security/advisory/typo3-core-sa-2020-002
https://typo3.org/security/advisory/typo3-core-sa-2020-001
https://typo3.org/security/advisory/typo3-ext-sa-2020-005
https://typo3.org/security/advisory/typo3-ext-sa-2020-004
https://exchange.xforce.ibmcloud.com/vulnerabilities/181833
https://exchange.xforce.ibmcloud.com/vulnerabilities/181832
https://exchange.xforce.ibmcloud.com/vulnerabilities/181808
https://exchange.xforce.ibmcloud.com/vulnerabilities/181807
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https://typo3.org/security/advisory/typo3-core-sa-2020-004
https://typo3.org/security/advisory/typo3-core-sa-2020-005
https://typo3.org/security/advisory/typo3-core-sa-2020-006
https://typo3.org/security/advisory/typo3-ext-sa-2020-006
https://typo3.org/security/advisory/typo3-ext-sa-2020-008
https://typo3.org/security/advisory/typo3-core-sa-2020-003
https://typo3.org/security/advisory/typo3-ext-sa-2020-007
https://typo3.org/security/advisory/typo3-core-sa-2020-002
https://typo3.org/security/advisory/typo3-core-sa-2020-001
https://typo3.org/security/advisory/typo3-ext-sa-2020-005
https://typo3.org/security/advisory/typo3-ext-sa-2020-004
https://exchange.xforce.ibmcloud.com/vulnerabilities/181833
https://exchange.xforce.ibmcloud.com/vulnerabilities/181832
https://exchange.xforce.ibmcloud.com/vulnerabilities/181808
https://exchange.xforce.ibmcloud.com/vulnerabilities/181807
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Identifikator

Dahua IP kamery a NVR zranitelnosti

Popis

Spoloénost Dahua vydala bezpeénostné aktualizicie na svoje IP kamery a NVR zariadenia, ktoré
opravuju viacero bezpecnostnych zranitelnhosti.

NajzavaZznejSia  bezpeCnostnd  zranitelnost je spbGsobend nedostatocnou implementdaciou
bezpecnostnych mechanizmov a umozriuje vzdialenému, neautentifikovanému atocnikovi vykonat
Skodlivy kéd s nasledkom dplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
11.05.2020

CVE
CVE-2019-9682, CVE-2020-9502, CVE-2020-9682
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Zasiahnuté systémy

DH_IPC-Consumer-Zi-Themis_EngSpn_N_V2.400.0000000.18.R.20200426
DH_IPC-Consumer-Zi-Themis_Eng_P_V2.400.0000000.18.R.20200426
DH_IPC-HX2X3X-Rhea_MultiLang_NP_Stream?2_V2.800.0000015.0.R.200430
DH_IPC-HX2X3X-Rhea_MultiLang_PN_Stream2_V2.800.0000015.0.R.200430
DH_IPC-HX5XXX-Volt_MultiLang_NP_Stream3_V2.800.0000000.12.R.200319
DH_IPC-HX5XXX-Volt_MultiLang_PN_Stream3_V2.800.0000000.12.R.200319
DH_IPC-HX8XXX-Nobel_MultiLang_NP_Stream3_V2.800.0000000.5.R.200324
DH_IPC-HX8XXX-Nobel_MultiLang_NP_V2.800.0000000.5.R.200324
DH_IPC-HX8XXX-Nobel_MultiLang_PN_V2.800.0000000.5.R.200324
DH_IPC-HX25(8)XX-Molec_MultiLang_NP_V2.800.0000000.15.R.200313
DH_IPC-HX25(8)XX-Molec_MultiLang_PN_V2.800.0000000.15.R.200313
DH_NVR4XXX-4KS2_Chn_V4.001.0000000.1.R.200319
DH_NVR4XXX-4KS2_MultiLang_V4.001.0000000.1.R.200319
DH_NVR5XXX-4KS2_Chn_V4.001.0000000.1.R.200319
DH_NVR5XXX-4KS2_MultiLang_V4.001.0000000.1.R.200319
DH_SD-Prometheus_Chn_PN_Stream3_V2.800.0000009.3.R.200331
DH_SD-Prometheus_MultiLang_NP_Stream3_V2.800.0000009.3.R.200331
DH_SD-Prometheus_MultiLang_PN_Stream3_V2.800.0000009.3.R.200331
General_IPC-Consumer-Zi-Themis_Eng_N_V2.400.0000000.18.R.20200426
General_IPC-Consumer-Zi-Themis_Eng_P_V2.400.0000000.18.R.20200426
General_IPC-HX2X3X-Rhea_Eng_NP_Stream2_V2.800.0000015.0.R.200430
General_IPC-HX2X3X-Rhea_Eng_PN_Stream2_V2.800.0000015.0.R.200430
General_IPC-HX8XXX-Nobel_MultiLang_NP_Stream3_V2.800.0000000.5.R.200324
General_IPC-HX8XXX-Nobel_MultiLang_NP_V2.800.0000000.5.R.200324
General_IPC-HX8XXX-Nobel_MultiLang_PN_Stream3_V2.800.0000000.5.R.200324
General_IPC-HX8XXX-Nobel_MultiLang_PN_V2.800.0000000.5.R.200324
General_IPC-HX25(8)XX-Molec_MultiLang_NP_V2.800.0000000.15.R.200313
General_IPC-HX25(8)XX-Molec_MultiLang_PN_V2.800.0000000.15.R.200313
General_NVR4XXX-4KS2_Chn_V4.001.0000000.1.R.200319
General_NVR4XXX-4KS2_Eng_V4.001.0000000.1.R.200319
General_NVR4XXX-4KS2_MultiLang_V4.001.0000000.1.R.200319
General_NVR5XXX-4KS2_Chn_V4.001.0000000.1.R.200319
General_NVR5XXX-4KS2_Eng_V4.001.0000000.1.R.200319
General_NVR5XXX-4KS2_MultiLang_V4.001.0000000.1.R.200319
General_SD-Prometheus_Chn_PN_Stream3_V2.800.0000009.3.R.200331
General_SD-Prometheus_MultiLang_NP_Stream3_V2.800.0000009.3.R.200331
General_SD-Prometheus_MultiLang_PN_Stream3_V2.800.0000009.3.R.200331

Nasledky
Vykonanie Skodlivého kdédu a Uplné narusenie dovernosti, integrity a dostupnosti systému

Odporucania

Administratorom odporuéame bezodkladne vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klucov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kl'tuc.

Zdroje

https://www.dahuasecurity.com/support/cybersecurity/details/777
https://www.dahuasecurity.com/support/cybersecurity/details/767
https://nvd.nist.gov/vuln/detail/CVE-2019-9682
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https://www.dahuasecurity.com/support/cybersecurity/details/777
https://www.dahuasecurity.com/support/cybersecurity/details/767
https://nvd.nist.gov/vuln/detail/CVE-2019-9682
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Identifikator

Schneider Electric produkty viacero zranitelnosti

Popis

Spoloénost Schneider Electric vydala bezpecnostné aktualizacie na svoje produkty, ktoré opravuju
viacero bezpecnostnych zranitelnosti.

Najzévaznejsia bezpecnostna zranitelnost v produkte Vijeo Designer spociva v existencii zabudovaného
pouzivatelského uctu s predvolenym heslom a umoziuje vzdialenému, neautentifikovanému utocnikovi
vykonavat neopravnené zmeny v systéme.

Datum prvého zverejnenia varovania
12.05.2020

CVE
CVE-2020-7492, CVE-2020-7499, CVE-2020-7500, CVE-2020-7501

Zasiahnuté systémy

Vijeo Designer Basic verzie starsie ako V1.1 HotFix 17
Schneider Electric GP-Pro EX
U.Motion verzie starSie ako 1.4.2

Nasledky

Neopravneny pristup do systému
Neoprdavnena zmena v systéme
Neopravneny pristup k citlivym Gdajom

Odporucania

Administratorom odporicame bezodkladne vykonat aktualizidciu zasiahnutych systémov. Riadiace
jednotky a systémy odporucame prevadzkovat Uplne oddelené od internetu.

Po odstraneni zranitelnosti, ktoré mézu spdsobit Unik informacii, je dobrou praxou zmena vsetkych
hesiel a kltic¢ov na dotknutom systéme a aj na inych systémoch, kde sa pouzivalo rovnaké heslo ¢i kluc.

Zdroje

https://download.schneider-

electric.com/files?p _enDocType=Technical+leaflet&p File Name=SEVD-2020-133-03 U.motion Servers and
Touch Panels Notification.pdf&p Doc Ref=SEVD-2020-133-03

https://download.schneider-

electric.com/files?p enDocType=Technical+leaflet&p File Name=SEVD-2020-133-02 Vijeo Designer_and Vije
o _Designer Basic Security Notification.pdf&p Doc Ref=SEVD-2020-133-02

https://download.schneider-

electric.com/files?p enDocType=Technical+leaflet&p File Name=SEVD-2020-133-01 Pro-face GP-

ProEX Security Notification.pdf&p Doc Ref=SEVD-2020-133-01
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https://download.schneider-electric.com/files?p_enDocType=Technical+leaflet&p_File_Name=SEVD-2020-133-03_U.motion_Servers_and_Touch_Panels_Notification.pdf&p_Doc_Ref=SEVD-2020-133-03
https://download.schneider-electric.com/files?p_enDocType=Technical+leaflet&p_File_Name=SEVD-2020-133-03_U.motion_Servers_and_Touch_Panels_Notification.pdf&p_Doc_Ref=SEVD-2020-133-03
https://download.schneider-electric.com/files?p_enDocType=Technical+leaflet&p_File_Name=SEVD-2020-133-03_U.motion_Servers_and_Touch_Panels_Notification.pdf&p_Doc_Ref=SEVD-2020-133-03
https://download.schneider-electric.com/files?p_enDocType=Technical+leaflet&p_File_Name=SEVD-2020-133-02_Vijeo_Designer_and_Vijeo_Designer_Basic_Security_Notification.pdf&p_Doc_Ref=SEVD-2020-133-02
https://download.schneider-electric.com/files?p_enDocType=Technical+leaflet&p_File_Name=SEVD-2020-133-02_Vijeo_Designer_and_Vijeo_Designer_Basic_Security_Notification.pdf&p_Doc_Ref=SEVD-2020-133-02
https://download.schneider-electric.com/files?p_enDocType=Technical+leaflet&p_File_Name=SEVD-2020-133-02_Vijeo_Designer_and_Vijeo_Designer_Basic_Security_Notification.pdf&p_Doc_Ref=SEVD-2020-133-02
https://download.schneider-electric.com/files?p_enDocType=Technical+leaflet&p_File_Name=SEVD-2020-133-01_Pro-face_GP-ProEX_Security_Notification.pdf&p_Doc_Ref=SEVD-2020-133-01
https://download.schneider-electric.com/files?p_enDocType=Technical+leaflet&p_File_Name=SEVD-2020-133-01_Pro-face_GP-ProEX_Security_Notification.pdf&p_Doc_Ref=SEVD-2020-133-01
https://download.schneider-electric.com/files?p_enDocType=Technical+leaflet&p_File_Name=SEVD-2020-133-01_Pro-face_GP-ProEX_Security_Notification.pdf&p_Doc_Ref=SEVD-2020-133-01
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OSlsoft PI System zranitelnosti

Popis

Spoloénost OSlsoft informovala o viacerych zranitelnostiach vo svojich produktoch Pl System.
NajzdvainejSie bezpecnostné zranitelnosti s sposobené nedostatocnou implementaciou
bezpecnostnych mechanizmov a umozniuju lokdlnemu, autentifikovanému Gtoc¢nikovi vykonat Skodlivy
kéd s ndsledkom uplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
05.05.2020

CVE

CVE-2019-10768, CVE-2019-11358, CVE-2019-18244, CVE-2020-10600, CVE-2020-10602, CVE-2020-10604,
CVE-2020-10606, CVE-2020-10608, CVE-2020-10610, CVE-2020-10614

Zasiahnuté systémy

Applications using Pl Asset Framework (AF) Client versions prior to and including Pl AF Client 2018 SP3
Patch 1, Version 2.10.7.283

Applications using Pl Software Development Kit (SDK) versions prior to and including Pl SDK 2018 SP1,
Version 1.4.7.602

PI API for Windows Integrated Security versions prior to and including 2.0.2.5,

PI API versions prior to and including 1.6.8.26

PI Buffer Subsystem versions prior to and including 4.8.0.18

Pl Connector for BACnet, versions prior to and including 1.2.0.6

PI Connector for CygNet, versions prior to and including 1.4.0.17

Pl Connector for DC Systems RTscada, versions prior to and including 1.2.0.42

PI Connector for Ethernet/IP, versions prior to and including 1.1.0.10

Pl Connector for HART-IP, versions prior to and including 1.3.0.1

PI Connector for Ping, versions prior to and including 1.0.0.54

Pl Connector for Wonderware Historian, versions prior to and including 1.5.0.88

PI Connector Relay, versions prior to and including 2.5.19.0

Pl Data Archive versions prior to and including Pl Data Archive 2018 SP3, Version 3.4.430.460

PI Data Collection Manager, versions prior to and including 2.5.19.0

Pl Integrator for Business Analytics versions prior to and including 2018 R2 SP1, Version 2.2.0.183
Pl Interface Configuration Utility (ICU) versions prior to and including 1.5.0.7

Pl to OCS versions prior to and including 1.1.36.0

PI Data Archive 2018 and 2018 SP2

PI Vision 2019 and prior

PI Manual Logger 2017 R2 Patch 1 and prior

RtReports Version 4.1 and prior

Nasledky

Vykonanie Skodlivého kddu a Uplné narusenie dovernosti, integrity a dostupnosti systému
Znepristupnenie sluzby

Eskalacia privilégii

Neopravneny pristup k citlivym Gdajom

Narodny bezpecnostny trad Mail: sk-cert@nbu.gov.sk SK-CERT
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Odporucania

Administratorom odporuc¢ame zabezpedit systém podla odporucani vyrobcu zverejnenych na
https://customers.osisoft.com/s/knowledgearticle?knowledgeArticleUrl=000027554
https://customers.osisoft.com/s/knowledgearticle?knowledgeArticleUr|=000026046
Riadiace jednotky a systémy odporucame prevadzkovat Uplne oddelené od internetu.

Zdroje

https://www.us-cert.gov/ics/advisories/icsa-20-133-02
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PHP viacero zranitelnosti

Popis

Vyvojdri skriptovacieho jazyka PHP vydali bezpecnostnu aktualizaciu, ktord opravuje viacero chyb
a bezpecnostnych zranitelhosti.

NajzavaznejSie bezpecnostné zranitelnosti umoziuju vzdialenému, neautentifikovanému utocnikovi
spbsobit znepristupnenie sluzieb.

Datum prvého zverejnenia varovania
14.05.2020

CVE
CVE-2019-11048, CVE-2020-7067

Zasiahnuté systémy

PHP verzie starsie ako 7.4.5
PHP verzie starsie ako 7.3.17
PHP verzie starsie ako 7.2.3

Nasledky
Znepristupnenie sluzby

Odporucania

Administratorom odporucame vykonat aktualizaciu zasiahnutych systémov.

Zdroje

https://www.php.net/Changelog-7.php#PHP 7 4

https://www.php.net/Changelog-7.php#PHP 7 3

https://www.php.net/ChangelLog-7.php#PHP 7 2

https://nvd.nist.gov/vuln/detail /CVE-2020-7067
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-php-could-allow-for-denial-of-service 2020-06
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https://www.php.net/ChangeLog-7.php#PHP_7_4
https://www.php.net/ChangeLog-7.php#PHP_7_3
https://www.php.net/ChangeLog-7.php#PHP_7_2
https://nvd.nist.gov/vuln/detail/CVE-2020-7067
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-php-could-allow-for-denial-of-service_2020-068/
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-php-could-allow-for-denial-of-service_2020-068/
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