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DéleZitost O Nizka | [ Stredna X Vysoka [ Kriticka CVSS skore: 8.8
Klasifikacia X Neutajované / TLP(CLEAR) O Vyhradené O Déverné O Tajné
Kod sektora (dopad)
Identifikator

Google Chrome - viacero bezpecénostnych zranitelnosti

Popis

Spoloénost Google vydala bezpecnostnl aktualizaciu na svoj internetovy prehliada¢ Google Chrome,
ktora opravuje viacero bezpecnostnych zranitelnosti.

Najzédvaznejsia bezpecnostna zranitelnost spociva v nedostatotnej implementacii bezpecnostnych
mechanizmov a umoZiuje vzdialenému, neautentifikovanému utocénikovi prostrednictvom podvrhnutia
$pecialne vytvorenej webovej stranky vykonat skodlivy kod s nasledkom tplného narusenia dévernosti,

integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
27.09.2022

CVE

CVE-2022-3201, CVE-2022-3304, CVE-2022-3305, CVE-2022-3306, CVE-2022-3307, CVE-2022-3308,
CVE-2022-3309, CVE-2022-3310, CVE-2022-3311, CVE-2022-3312, CVE-2022-3313, CVE-2022-3314,
CVE-2022-3315, CVE-2022-3316, CVE-2022-3317, CVE-2022-3318

Zasiahnuté systémy

Google Chrome vo verzii starSej ako 106.0

Nasledky
Vykonanie Skodlivého kédu a uplné narusenie dévernosti, integrity a dostupnosti systému

Odporucania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.

Taktiez odporucame poucit pouzivatelov, aby neotvérali neoverené e-mailové spravy, prilohy
z nezndmych zdrojov a nenavstevovali nedoveryhodné webové stranky.

Po odstraneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klucov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kl'tuc.

Zdroje
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop 27.html|?m=1
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Kod sektora (dopad)
Identifikator

TP-Link Archer AX10 - bezpecnostna zranitelnost

Popis

Bezpecnostni vyskumnici zverejnili informacie o zranitelnosti Wi-Fi routera TP-Link Archer AX10.
Bezpecnostna zranitelnost spoliva v nedostatotnej implementacii bezpecnostnych mechanizmov
a umoziuje vzdialenému, autentifikovanému Utocnikovi s pradvomocami pouZivatela prostrednictvom
podvrhnutia Specidlne vytvoreného suboru vykonat skodlivy kod s nasledkom uplného narusenia
dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
28.09.2022

CVE
CVE-2022-40486

Zasiahnuté systémy
TP-Link Archer AX10 vo verzii firmware 1.3.1 Build 20220401 Rel. 57450(5553) (vratane)

Nasledky
Vykonanie skodlivého kddu a Uplné narusenie dovernosti, integrity a dostupnosti systému.

Odporucania

Na uvedenu zranitelnost v stéasnosti nebola vydana bezpecnostna zéplata, administratorom preto
odporiéame sledovat stranku vyrobcu a po vydani bezpeénostnych zaplat vykonat aktualizaciu
zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kddu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a kli€ov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kl'tuc.

Zdroje

https://exchange.xforce.ibomcloud.com/vulnerabilities/237469
https://github.com/gscamelo/TP-Link-Archer-AX10-V1/blob/main/README.md
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CISCO produkty - viacero bezpecnostnych zranitelnosti

Popis

Spoloénost CISCO vydala bezpeénostné aktualizicie na svoje portfdlio produktov, ktoré opravuju
viacero bezpecnostnych zranitelnosti.

Najzdvainejsie zranitelnosti spocivaju v nedostatocnej implementdcii bezpe¢nostnych mechanizmov
a umoZiuju vzdialenému, neautentifikovanému utocénikovi prostrednictvom zaslania Specidlne
upravenych UDP paketov spdsobit znepristupnenie sluzby.

Ostatné zranitelnosti by Utoénici mohli zneuZit na eskalaciu privilégii, vykonanie Skodlivého kddu
a neopravnenych zmien v systéme.

Datum prvého zverejnenia varovania
28.09.2022

CVE

CVE-2022-20662, CVE-2022-20769, CVE-2022-20775, CVE-2022-20810, CVE-2022-20818, CVE-2022-20830,
CVE-2022-20837, CVE-2022-20844, CVE-2022-20847, CVE-2022-20848, CVE-2022-20850, CVE-2022-20851,
CVE-2022-20855, CVE-2022-20856, CVE-2022-20864, CVE-2022-20870, CVE-2022-20915, CVE-2022-20919,
CVE-2022-20920, CVE-2022-20930, CVE-2022-20944, CVE-2022-20945
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Zasiahnuté systémy

Cisco Catalyst 9100 Series Access Point
Cisco WLC AireOS

Cisco 10S XE

Cisco I10S

Cisco vManage

SD-WAN vBond Orchestrator Software
SD-WAN vEdge Cloud Routers
SD-WAN vEdge Routers

SD-WAN vManage Software

SD-WAN vSmart Controller Software
Catalyst 3600 Series Switches
Catalyst 3650 Series Switches
Catalyst 3800 Series Switches
Catalyst 3850 Series Switches
Catalyst 9100 Series AP

Catalyst 9200 Series Switches
Catalyst 9300 Series Switches
Catalyst 9400 Series Switches
Catalyst 9500 Series Switches
Catalyst 9600 Series Switches

Cisco Embedded Wireless Controllers

SD-WAN vBond Orchestrator Software
SD-WAN vEdge Routers

SD-WAN vManage Software

SD-WAN vSmart Controller Software
Cisco Duo for macOS

Standalone 10S XE SD-WAN Software

Embedded Wireless Controller on Catalyst Access Points
Catalyst 9800-CL Wireless Controllers for Cloud

Catalyst 9800 Embedded Wireless Controller for Catalyst 9300, 9400, and 9500 Series Switches
Catalyst 9800 Series Wireless Controllers

ASR 1000 Series Embedded Services Processors models ESP 100-X and ESP 200-X

Catalyst 8500 Series Edge Platforms models C8500-12X4QC and C8500-12X

Nasledky

Znepristupnenie sluzby
Eskaldcia privilégii

Vykonanie skodlivého kédu
Neopravnena zmena v systéme

Odporucania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.
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Zdroje

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-udp-dos-XDyEwhNz

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-dos-mKGRrsCB
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-dhcp-dos-76pCjPxK
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssh-excpt-dos-FzOBQTnk
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sd-wan-priv-E6e8tEdF
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-mpls-dos-Ab40UL3
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-cip-dos-9rTbKLt9
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-6vpe-dos-tJBtf5Zv
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xe-cat-verify-D4NEQA6q
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewc-priv-esc-nderYLtK
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-c9800-mob-dos-342YAc6)
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-assoc-dos-EgVqtONS8
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-alg-dos-KU9Z8kFX
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webui-cmdinj-Gje47EMn

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-cli-xkGwmgKu
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-avc-NddSGB8
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdavc-ZA5fpXX2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-info-disc-nrORXjO
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-duo-macQOS-bypass-uKZNpXE6
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cwlc-snmpidv-rnyyQzUZ
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-arb-file-delete-VB2rVcQv
https://www.redpacketsecurity.com/cisco-ios-xe-denial-of-service-cve-2022-20848/

Narodny bezpecnostny urad Mail: sk-cert@nbu.gov.sk SK-CERT
Budatinska 30 Mobil: +421 903 993 706 Nasa znacka:
851 06 Bratislava Tel: +421 2 6869 2915 01794/2022/SK-CERT-898


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-udp-dos-XDyEwhNz
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-dos-mKGRrsCB
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-dhcp-dos-76pCjPxK
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssh-excpt-dos-FzOBQTnk
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sd-wan-priv-E6e8tEdF
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-mpls-dos-Ab4OUL3
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-cip-dos-9rTbKLt9
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-6vpe-dos-tJBtf5Zv
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xe-cat-verify-D4NEQA6q
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewc-priv-esc-nderYLtK
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-c9800-mob-dos-342YAc6J
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-assoc-dos-EgVqtON8
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-alg-dos-KU9Z8kFX
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webui-cmdinj-Gje47EMn
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-cli-xkGwmqKu
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-avc-NddSGB8
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdavc-ZA5fpXX2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-info-disc-nrORXjO
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-duo-macOS-bypass-uKZNpXE6
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cwlc-snmpidv-rnyyQzUZ
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-arb-file-delete-VB2rVcQv
https://www.redpacketsecurity.com/cisco-ios-xe-denial-of-service-cve-2022-20848/
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Kod sektora (dopad)
Identifikator

Matrix (decentralized communication platform) - viacero bezpecnostnych zranitelnosti

Popis

Spoloénost The Matrix.org Foundation vydala bezpec¢nostnd aktualizéciu na svoj software development
kit Matrix, ktora opravuje viacero bezpecnostnych zranitelnosti.

Bezpecnostna zranitelnost spoliva v nedostatocnej implementacii bezpecnostnych mechanizmov
a umoZnuje vzdialenému, neautentifikovanému utocnikovi pomocou Specidlne vytvorenej spravy
vykonat neopravnené zmeny v systéme.

Datum prvého zverejnenia varovania
22.09.2022

CVE

CVE-2022-39246, CVE-2022-39248, CVE-2022-39249, CVE-2022-39250, CVE-2022-39251, CVE-2022-39255,
CVE-2022-39257

Zasiahnuté systémy

matrix-js-sdk vo verzii starSej ako 19.7.0
matrix-ios-sdk vo verzii starSej ako 0.23.19
matrix-android-sdk2 vo verzii starSej ako 1.5.1

Nasledky
Neopravnend zmena v systéme

Odportcania

Odporucame uistit sa, ¢i Vase aplikacie vyuZivajuce klomunikaény protokol Matrix nevyuzivaju SDK
v zranitelnej verzii. V pripade, Ze d4no, zabezpecte aktualizaciu vietkych komponentov, od ktorych zavisi
vasa aplikdcia, na aktualne verzie bez zndmych bezpecnostnych zranitelnosti.

Zdroje

https://www.bleepingcomputer.com/news/security/matrix-install-security-update-to-fix-end-to-end-encryption-fl
aws

https://matrix.org/blog/2022/09/28/upgrade-now-to-address-encryption-vulns-in-matrix-sdks-and-clients
https://nvd.nist.gov/vuln/detail /CVE-2022-39251

https://nvd.nist.gov/vuln/detail/CVE-2022-39255

https://nvd.nist.gov/vuln/detail/CVE-2022-39248
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https://www.bleepingcomputer.com/news/security/matrix-install-security-update-to-fix-end-to-end-encryption-flaws/
https://www.bleepingcomputer.com/news/security/matrix-install-security-update-to-fix-end-to-end-encryption-flaws/
https://matrix.org/blog/2022/09/28/upgrade-now-to-address-encryption-vulns-in-matrix-sdks-and-clients
https://nvd.nist.gov/vuln/detail/CVE-2022-39251
https://nvd.nist.gov/vuln/detail/CVE-2022-39255
https://nvd.nist.gov/vuln/detail/CVE-2022-39248

NAROCDNOYS ) No: B20221004-05V
BEZPECNOSTNY X Y,
‘ URAD BEZPECNOSTNY BULLETIN b
Tyzden 28. 09. 2022 - 04. 10. 2022 5 / 6
J
DéleZitost O Nizka | [ Stredna X Vysoka [ Kriticka CVSS skore: 8.1
Klasifikacia X Neutajované / TLP(CLEAR) O Vyhradené O Déverné O Tajné
Kod sektora (dopad)
Identifikator

Rockwell ThinServer - bezpec¢nostna zranitelnost

Popis

Spoloénost Rockwell Automation vydala bezpecnostnu aktualizaciu na svoj produkt ThinManager
ThinServer, ktorad opravuje bezpe€nostnu zranitelnost.

Bezpecnostna zranitelnost spoliva v nedostatocnej implementacii bezpecnostnych mechanizmov
a umoZiuje vzdialenému, neautentifikovanému utocnikovi prostrednictvom zaslania Specidlne
vytvorenej TFTP alebo HTTP pozZiadavky vykonat Skodlivy kéd s nasledkom UGplného narusenia
dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
27.09.2022

CVE
CVE-2022-38742

Zasiahnuté systémy

Rockwell Automation ThinManager ThinServer vo verzii 11.0.0 az 11.0.4
Rockwell Automation ThinManager ThinServer vo verzii 11.1.0a7 11.1.4
Rockwell Automation ThinManager ThinServer vo verzii 11.2.0 a7z 11.2.5
Rockwell Automation ThinManager ThinServer vo verzii 12.0.0 az 12.0.2
Rockwell Automation ThinManager ThinServer vo verzii 12.1.0 az 12.1.3
Rockwell Automation ThinManager ThinServer vo verzii 13.0.0

Nasledky
Vykonanie skodlivého kddu a Uplné narusenie dovernosti, integrity a dostupnosti systému.

Odporucania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.

Riadiace jednotky a systémy odporucame prevadzkovat Uplne oddelene od Internetu.

Po odstraneni zranitelhosti, ktoré mohli spdsobit vzdialené vykonanie kédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a kfi€ov na dotknutom systéme a aj na inych systémoch, kde sa
pouZivalo rovnaké heslo ¢i kl'ug.

Zdroje

https://www.cisa.gov/uscert/ics/advisories/icsa-22-270-03
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Hitachi Lumada APM Edge - bezpecnostné zranitelnosti

Popis

Spoloénost Hitachi Energu vydala bezpec¢nostnu aktualizaciu na svoj produkt Lumada APM Edge, ktora
opravuje dve bezpecnostné zranitelnosti.

Bezpecnostné zranitelnosi spocivaju v nedostatocnej implementdcii bezpeénostnych mechanizmov
a umoznuje lokadlnemu, autentifikovanému uUtoc¢nikovi s pravomocami pouZivatela eskalovat svoje
privilégia, ziskat root pristup a nasledne ziskat neopravneny pristup k citlivym udajom, vykonat
neopravnené zmeny v systéme a sposobit znepristupnenie sluzby.

Datum prvého zverejnenia varovania
27.09.2022

CVE
CVE-2022-0492

Zasiahnuté systémy

Lumada APM Edge vo verzii starSej ako 6.3

Nasledky
Eskalacia privilégii
Uplné narusenie dévernosti, integrity a dostupnosti systému.

Odportcania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.

Riadiace jednotky a systémy odporucame prevadzkovat Uplne oddelene od Internetu.

Po odstraneni zranitelnosti, ktoré mohli spdsobit ziskanie pristupu k citlivym Gdajom je dobrou praxou
zmena vsetkych hesiel a kfucov na dotknutom systéme a aj na inych systémoch, kde sa pouZivalo
rovnaké heslo ¢i kluc.

Zdroje

https://www.cisa.gov/uscert/ics/advisories/icsa-22-270-02
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