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(o Identifikator Dolezitost CVISS
Skére

01. | Google Chrome - bezpecnostna zranitelhost Vysoka 8.8
02. | Phoenix Contact ENERGY AXC PU - bezpeénostna zranitelnost Vysoka 8.8
03. | Firefox, Thunderbird - viacero bezpecnostnych zranitelnosti Vysoka 8.8
04. | Schneider Electric produkty - viacero bezpec¢nostnych zranitelnosti Vysoka 8.8
05. | Korenix Jetwave - tri bezpecnostné zranitelnosti Vysoka 8.8
06. | Cisco - viacero bezpec¢nostnych zranitelnosti Vysoka 8.8
07. | Juniper produkty - viacero bezpecnostnych zranitelnosti Vysoka 8.2
08. | HPE OneView & OneView Global Dashboard - viacero bezpecnostnych zranitelnosti Vysoka 7.9
09. | JTEKT ELECTRONICS Produkty - viacero bezpecnostnych zranitelhosti Vysoka 7.8
10. | Datakit CrossCAD/Ware - viacero bezpeénostnych zranitelnosti Vysoka 7.8
11. | Mitsubishi Electric India GC-ENET-COM - bezpeénostna zranitelnost Vysoka 7.5
12. | ROBOGUIDE-HandlingPRO - bezpecnostna zranitelnost Strednd
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DéleZitost O Nizka | [ Stredna X Vysoka [ Kriticka CVSS skore: 8.8
Klasifikacia X Neutajované / TLP(CLEAR) O Vyhradené O Déverné O Tajné
Kod sektora (dopad)
Identifikator

Google Chrome - bezpecnostna zranitelnost

Popis

Spoloénost Google vydala bezpeénostnli aktualizaciu na svoj internetovy prehliada¢ Chrome, ktora
opravuje bezpecnostnl zranitelnost.

Bezpecnostna zranitelnost spoliva v nedostatocnej implementacii bezpecnostnych mechanizmov
v JavaScript engine V8 a umoziuje vzdialenému, neautentifikovanému utoénikovi prostrednictvom
podvrhnutia Specidlne vytvorenej webovej stranky vykonat skodlivy kéd s nasledkom uplného
narusenia dovernosti, integrity a dostupnosti systému.

Zranitelnost je v sucasnosti aktivne zneuZivana uto¢nikmi.

Datum prvého zverejnenia varovania
11.04.2023

CVE
CVE-2023-2033

Zasiahnuté systémy

Google Chrome vo verzii starSej ako 112.0.5615.121

Nasledky
Vykonanie Skodlivého kédu a uplné narusenie dévernosti, integrity a dostupnosti systému

Odportcania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.

Taktiez odporucame poucit pouzivatelov, aby neotvérali neoverené e-mailové spravy, prilohy
z nezndmych zdrojov a nenavstevovali nedoveryhodné webové stranky.

Po odstraneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kddu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klicov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kl'uc.

Zdroje

https://chromereleases.googleblog.com/2023/04/stable-channel-update-for-desktop 14.html
https://thehackernews.com/2023/04/google-releases-urgent-chrome-update-to.html
https://www.suse.com/security/cve/CVE-2023-2033.html
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DéleZitost O Nizka | [ Stredna X Vysoka [ Kriticka CVSS skore: 8.8
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Kod sektora (dopad)

Identifikator

Phoenix Contact ENERGY AXC PU - bezpecnostnad zranitelhost

Popis

Spoloénost Phoenix Contact vydala bezpecnostnu aktualizaciu na svoju webovu sluzbu ENERGY AXC PU,
ktord opravuje bezpecnostnu zranitelnost.

Bezpecnostna zranitelnost spoliva v nedostatocnej implementacii bezpecnostnych mechanizmov
a umozZnuje vzdialenému, autentifikovanému utocnikovi s prdvomocami pouZivatela prostrednictvom
$pecialne vytvorenej URL ziskat Gplnud kontrolu nad systémom.

Datum prvého zverejnenia varovania
11.04.2023

CVE
CVE-2023-1109

Zasiahnuté systémy

ENERGY AXC PU vo verzii starSej ako V04.15.00.01

SMARTRTU AXC SG vo verzii starSej ako V01.09.00.00
SMARTRTU AXC IG vo verzii starSej ako V01.02.00.01 (vratane)

Nasledky

Neopravneny pristup k citlivym ddajom

Neopravnend zmena v systéme

Uplné narusenie dévernosti, integrity a dostupnosti systému

Odporucania

Administratorom a pouzivatefom odporicéame vykonat aktualizaciu zasiahnutych systémov.

TaktieZz odporucame poucit pouZivatefov, aby neotvérali neoverené e-mailové spravy, prilohy
z neznamych zdrojov a nenavstevovali nedéveryhodné webové stranky.

Po odstraneni zranitelnosti, ktoré mohli sp6sobit ziskanie pristupu k citlivym Udajom je dobrou praxou
zmena vsetkych hesiel a kli¢ov na dotknutom systéme a aj na inych systémoch, kde sa pouzivalo
rovnaké heslo ¢i kluc.

Zdroje
https://cert.vde.com/en/advisories/VDE-2023-004/
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Kod sektora (dopad)

Identifikator

Firefox, Thunderbird - viacero bezpecnostnych zranitelnosti

Popis

Spoloénost Mozilla Foundation vydala bezpecnostné aktualizacie na svoje produkty, ktoré opravuju
viacero bezpecnostnych zranitelnosti.

Najzédvaznejsia bezpecnostna zranitelnost spociva v nedostatotnej implementacii bezpecnostnych
mechanizmov a umoZiuje vzdialenému, neautentifikovanému utocénikovi prostrednictvom podvrhnutia
$pecialne vytvorenej webovej stranky vykonat skodlivy kod s nasledkom tplného narusenia dévernosti,
integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
11.04.2023

CVE

CVE-2023-0547, CVE-2023-1945, CVE-2023-1999, CVE-2023-28163, CVE-2023-29479, CVE-2023-29531,
CVE-2023-29532, CVE-2023-29533, CVE-2023-29534, CVE-2023-29535, CVE-2023-29536, CVE-2023-29537,
CVE-2023-29538, CVE-2023-29539, CVE-2023-29540, CVE-2023-29541, CVE-2023-29542, CVE-2023-29543,
CVE-2023-29544, CVE-2023-29545, CVE-2023-29546, CVE-2023-29547, CVE-2023-29548, CVE-2023-29549,
CVE-2023-29550, CVE-2023-29551

Zasiahnuté systémy

Thunderbird vo verzii starSej ako 102.10
Firefox vo verzii starSej ako 112

Firefox pre Android vo verzii starSej ako 112
Focus pre Android vo verzii starsej ako 112
Firefox ESR vo verzii starSej ako 102.10

Nasledky
Uplné narugenie dévernosti, integrity a dostupnosti systému

Odporucania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.

Taktiez odporuéame poucit pouzivatelov, aby neotvarali neoverené e-mailové spravy, prilohy
z nezndmych zdrojov a nenavstevovali nedoveryhodné webové stranky.

Po odstraneni zranitelnosti, ktoré mohli sposobit ziskanie pristupu k citlivym Gdajom je dobrou praxou
zmena vsetkych hesiel a kfu€ov na dotknutom systéme a aj na inych systémoch, kde sa pouZivalo
rovnaké heslo ¢i kluc.
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Zdroje

https://www.mozilla.org/en-US/security/advisories/mfsa2023-15/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-14/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-13/
https://access.redhat.com/security/cve/CVE-2023-29533
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https://www.mozilla.org/en-US/security/advisories/mfsa2023-15/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-14/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-13/
https://access.redhat.com/security/cve/CVE-2023-29533
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Kod sektora (dopad)

Identifikator

Schneider Electric produkty - viacero bezpecénostnych zranitelnosti

Popis

Spoloénost Schneider Electric vydala bezpec¢nostné aktualizacie na svoje portfélio produktov, ktoré
opravuju viacero bezpecnostnych zranitelnosti.

Najzévaznejsia bezpeénostna zranitelnost sa nachadza v CODESYS Runtime, spociva v nedostatocnej
implementacii bezpe¢nostnych mechanizmov a umoZiuje vzdialenému, autentifikovanému dtocnikovi
s prdvomocami pouzivatela ziskat neopravneny pristup k citlivym Gdajom, vykonat neopravnené zmeny
v systéme a spdsobit znepristupnenie sluzby.

Datum prvého zverejnenia varovania
11.04.2023

CVE

CVE-2022-34755, CVE-2022-4046, CVE-2022-4224, CVE-2023-1548, CVE-2023-25619, CVE-2023-25620,
CVE-2023-27976, CVE-2023-28355, CVE-2023-29410, CVE-2023-29411, CVE-2023-29412, CVE-2023-29413

Zasiahnuté systémy

PacDrive 3 Controllers LMC

Eco/Pro/Pro2

PacDrive Controller LMC078

Modicon Controller M241

Modicon Controller M251

Modicon Controller M262

Modicon Controller M258

Modicon Controller LMCO58

Modicon Controller M218

HMISCU Controller

Easergy Builder installer

EcoStruxure™ Control Expert

APC Easy UPS

Schneider Electric Easy UPS

InsightHome

InsightFacility

Conext™ Gateway (Discontinued in 2019)

Modicon M580 (part numbers BMEP* and BMEH*, excluding M580 CPU Safety)
Modicon Modicon M340 CPU (part numbers BMXP34%*)

Presnu Specifikdciu jednotlivych zasiahnutych produktov ndjdete na odkazoch v sekcii ZDROJE

Nasledky
Uplné narusenie dévernosti, integrity a dostupnosti systému
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Odporucania

Administratorom a pouzivatefom odporuéame vykonat aktualizaciu zasiahnutych systémov.

Riadiace jednotky a systémy odporuc¢ame prevadzkovat Uplne oddelené od internetu. Ak je potrebny
vzdialeny pristup, pouzite virtudlnu sikromnd siet (VPN). Administratorom odporidéame filtrovat
sietovl komunikaciu bezpecnostnymi prvkami sietovej infrastruktdry.

Po odstraneni zranitelnosti, ktoré mohli sposobit ziskanie pristupu k citlivym Gdajom je dobrou praxou
zmena vsetkych hesiel a klfi€ov na dotknutom systéme a aj na inych systémoch, kde sa pouZivalo
rovnaké heslo ¢i kluc.

Zdroje

https://download.schneider-

electric.com/files?p enDocType=Security+and+Safety+Notice&p File Name=SEVD-2023-101-01.pdf&p Doc Ref=
SEVD-2023-101-01

https://download.schneider-

electric.com/files?p enDocType=Security+and+Safety+Notice&p File Name=SEVD-2023-101-06.pdf&p Doc Ref=
SEVD-2023-101-06

https://download.schneider-

electric.com/files?p enDocType=Security+and+Safety+Notice&p File Name=SEVD-2023-101-03.pdf&p Doc Ref=
SEVD-2023-101-03

https://download.schneider-

electric.com/files?p enDocType=Security+and+Safety+Notice&p File Name=SEVD-2023-101-04.pdf&p Doc Ref=|
SEVD-2023-101-04

https://download.schneider-

electric.com/files?p enDocType=Security+and+Safety+Notice&p File Name=SEVD-2023-101-02.pdf&p Doc Ref=
SEVD-2023-101-02

https://download.schneider-

electric.com/files?p enDocType=Security+and+Safety+Notice&p File Name=SEVD-2023-101-05.pdf&p Doc Ref=
SEVD-2023-101-05
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https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-01.pdf&p_Doc_Ref=SEVD-2023-101-01
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-01.pdf&p_Doc_Ref=SEVD-2023-101-01
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-01.pdf&p_Doc_Ref=SEVD-2023-101-01
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-06.pdf&p_Doc_Ref=SEVD-2023-101-06
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-06.pdf&p_Doc_Ref=SEVD-2023-101-06
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-06.pdf&p_Doc_Ref=SEVD-2023-101-06
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-03.pdf&p_Doc_Ref=SEVD-2023-101-03
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-03.pdf&p_Doc_Ref=SEVD-2023-101-03
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-03.pdf&p_Doc_Ref=SEVD-2023-101-03
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-04.pdf&p_Doc_Ref=SEVD-2023-101-04
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-04.pdf&p_Doc_Ref=SEVD-2023-101-04
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-04.pdf&p_Doc_Ref=SEVD-2023-101-04
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-02.pdf&p_Doc_Ref=SEVD-2023-101-02
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-02.pdf&p_Doc_Ref=SEVD-2023-101-02
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-02.pdf&p_Doc_Ref=SEVD-2023-101-02
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-05.pdf&p_Doc_Ref=SEVD-2023-101-05
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-05.pdf&p_Doc_Ref=SEVD-2023-101-05
https://download.schneider-electric.com/files?p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-101-05.pdf&p_Doc_Ref=SEVD-2023-101-05
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Kod sektora (dopad)

Identifikator

Korenix Jetwave - tri bezpecnostné zranitelnosti

Popis

Spoloénost Korenix vydala bezpecnostné aktualizacie na svoje portfélio produktov, ktoré opravuju
viacero bezpecnostnych zranitelnosti.

Najzédvaznejsia bezpecnostna zranitelnost spociva v nedostatotnej implementacii bezpecnostnych
mechanizmov a umoziuje vzdialenému, autentifikovanému uUtocnikovi s pravomocami pouZivatela
prostrednictvom injekcie $pecidlne upravenych prikazov vykonat skodlivy kdéd s nasledkom uplného
narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
06.04.2023

CVE
CVE-2023-23294, CVE-2023-23295, CVE-2023-23296

Zasiahnuté systémy

Korenix JetWave 4221 HP-E s firmvérom starSim ako verzia V1.4.0
Korenix JetWave 2212G s firmvérom starSim ako verzia V1.10
Korenix JetWave 2212X s firmvérom stars$im ako verzia V1.11
Korenix JetWave 2112S s firmvérom starsim ako verzia V1.11
Korenix JetWave 2211C s firmvérom starsim ako verzia V1.6
Korenix JetWave 2411/2111 s firmvérom starsim ako verzia V1.5
Korenix JetWave 2411L/2111L s firmvérom starsim ako verzia V1.6
Korenix JetWave 2414/2114 s firmvérom star$im ako verzia V1.4
Korenix JetWave 2424 s firmvérom starS$im ako verzia V1.3
Korenix JetWave 2460 s firmvérom starsim ako verzia V1.6
Korenix JetWave 3220 V3 s firmvérom starsim ako verzia V1.7
Korenix JetWave 3420 V3 s firmvérom starSim ako verzia V1.7

Nasledky
Vykonanie skodlivého kédu a uplné narusenie dévernosti, integrity a dostupnosti systému
Znepristupnenie sluzby

Odporucania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.

Riadiace jednotky a systémy odporuc¢ame prevadzkovat Uplne oddelené od internetu. Ak je potrebny
vzdialeny pristup, pouzite virtudlnu sikromnud siet (VPN). Administratorom odporiéame filtrovat
sietovll komunikaciu bezpecnostnymi prvkami sietovej infrastruktiry.

Po odstraneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kdédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klucov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kl'uc.
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Zdroje

https://www.cisa.gov/news-events/ics-advisories/icsa-23-096-04
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Kod sektora (dopad)

Identifikator

Cisco - viacero bezpecnostnych zranitelnosti

Popis

Spoloénost Cisco vydala bezpecnostné aktualizacie na svoje portfdlio produktov, ktoré opravuju viacero
bezpecnostnych zranitelnosti.

Najzévaznejsia bezpeénostna zranitelnost nachadzajuca sa Cisco 10S a I10S XE spociva v nedostatocnej
implementacii bezpe¢nostnych mechanizmov a umoZiuje vzdialenému, autentifikovanému dtocnikovi
s pravomocami pouzivatela prostrednictvom zaslania $pecidlne upravenych SNMP paketov vykonat
Skodlivy kéd s ndsledkom Uplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
17.04.2023

CVE

CVE-2017-6736, CVE-2017-6737, CVE-2017-6738, CVE-2017-6739, CVE-2017-6740, CVE-2017-6741,
CVE-2017-6742, CVE-2017-6743, CVE-2017-6744, CVE-2023-20127, CVE-2023-20129, CVE-2023-20130,
CVE-2023-20131

Zasiahnuté systémy

Cisco Evolved Programmable Network Manager
Cisco 10S and 10S XE Software

Cisco Prime Infrastructure

Cisco EPNM

Nasledky
Vykonanie Skodlivého kédu a uplné narusenie dévernosti, integrity a dostupnosti systému

Odporucania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.

Po odstréneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kddu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a kliCov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kl'u¢.

Zdroje
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170629-snmp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-pi-epnm-eRPWAXLe
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DéleZitost O Nizka | [ Stredna X Vysoka [ Kriticka CVSS skore: 8.2
Klasifikacia X Neutajované / TLP(CLEAR) O Vyhradené O Déverné O Tajné

Kod sektora (dopad)

Identifikator

Juniper produkty - viacero bezpecnostnych zranitelnosti

Popis

Spoloénost Juniper vydala bezpecnostné aktualizacie na svoje portfdlio produktov, ktoré opravuju
viacero bezpecnostnych zranitelnosti.

Najzédvaznejsia bezpecnostna zranitelnost spociva v nedostatotnej implementacii bezpecnostnych
mechanizmov a umoZiuje lokdlnemu, autentifikovanému utocnikovi s prdvomocami pouZivatela
prostrednictvom podvrhnutia S$pecidlne vytvorenych suborov vykonat skodlivy kéd s nasledkom
Uplného narusenia dovernosti, integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
12.04.2023

CVE

CVE-2023-1697, CVE-2023-22394, CVE-2023-22396, CVE-2023-28959, CVE-2023-28960, CVE-2023-28961,
CVE-2023-28962, CVE-2023-28963, CVE-2023-28964, CVE-2023-28965, CVE-2023-28966, CVE-2023-28967,
CVE-2023-28968, CVE-2023-28970, CVE-2023-28973, CVE-2023-28974, CVE-2023-28975, CVE-2023-28976,
CVE-2023-28978, CVE-2023-28979, CVE-2023-28980, CVE-2023-28981, CVE-2023-28982, CVE-2023-28983,
CVE-2023-28984

Zasiahnuté systémy
Junos OS
Junos OS Evolved

Presnu Specifikaciu jednotlivych zasiahnutych produktov ndjdete na odkazoch v sekcii ZDROJE.

Nasledky
Vykonanie Skodlivého kddu a Uplné narusenie dévernosti, integrity a dostupnosti systému

Odporucania

Administratorom a pouzivatelom odporiéame vykonat aktualizaciu zasiahnutych systémov. V pripade,
Ze aktualizacia systému nie je mozna, odporucame postupovat podla pokynov vyrobcu uvedenych na
odkazoch v sekcii ZDROJE.

Po odstraneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kdédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a kliu¢ov na dotknutom systéme a aj na inych systémoch, kde sa
pouZzivalo rovnaké heslo ¢i kl'uc.

Zdroje
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX10000-Series-PTX1000-Series-
The-dcpfe-process-will-crash-when-a-malformed-ethernet-frame-is-received-CVE-2023-1697?language=en_US
https://supportportal.juniper.net/s/article/2023-01-Security-Bulletin-Junos-OS-SRX-Series-and-MX-Series-
Memory-leak-due-to-receipt-of-specially-crafted-SIP-calls-CVE-2023-22394?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Paragon-Active-Assurance-Enabling-the-
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https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX10000-Series-PTX1000-Series-The-dcpfe-process-will-crash-when-a-malformed-ethernet-frame-is-received-CVE-2023-1697?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX10000-Series-PTX1000-Series-The-dcpfe-process-will-crash-when-a-malformed-ethernet-frame-is-received-CVE-2023-1697?language=en_US
https://supportportal.juniper.net/s/article/2023-01-Security-Bulletin-Junos-OS-SRX-Series-and-MX-Series-Memory-leak-due-to-receipt-of-specially-crafted-SIP-calls-CVE-2023-22394?language=en_US
https://supportportal.juniper.net/s/article/2023-01-Security-Bulletin-Junos-OS-SRX-Series-and-MX-Series-Memory-leak-due-to-receipt-of-specially-crafted-SIP-calls-CVE-2023-22394?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Paragon-Active-Assurance-Enabling-the-timescaledb-enables-IP-forwarding-CVE-2023-28971?language=en_US
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timescaledb-enables-IP-forwarding-CVE-2023-28971?language=en _US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Shell-Injection-
\vulnerability-in-the-gNOI-server-CVE-2023-28983?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-NFX-Series-set-system-ports-
console-insecure-allows-root-password-recovery-CVE-2023-28972?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-SRX-Series-Policies-that-rely-on-
UDPI-Decoder-actions-may-fail-open-CVE-2023-28968?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Read-access-to-some-
confidential-user-information-is-possible-CVE-2023-28978%language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-JRR200-Kernel-crash-upon-
receipt-of-a-specific-packet-CVE-2023-28970?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Local-low-privileged-user-
with-shell-access-can-execute-CLI-commands-as-root-CVE-2023-28966?language=en US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX10002-Failure-of-storm-
control-feature-may-lead-to-Denial-of-Service-CVE-2023-28965?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-0S-and-Junos-0S-Evolved-
Malformed-BGP-flowspec-update-causes-RPD-crash-CVE-2023-28964?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-0S-Evolved-An-
attacker-sending-genuine-BGP-packets-causes-an-RPD-crash-CVE-2023-28967?language=en _US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX10002-PFE-wedges-and-
restarts-upon-receipt-of-specific-malformed-packets-CVE-2023-28959?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-0OS-Evolved-The-sysmanctl-shell-
command-allows-a-local-user-to-gain-access-to-some-administrative-actions-CVE-2023-28973?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Docker-repository-is-
world-writeable-allowing-low-privileged-local-user-to-inject-files-into-Docker-containers-
CVE-2023-28960?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-0S-MX-Series-In-a-BBE-scenario-
upon-receipt-of-specific-malformed-packets-from-subscribers-the-process-bbe-smgd-will-crash-
CVE-2023-28974?language=en US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX-Series-The-PFE-may-crash-
when-a-lot-of-MAC-addresses-are-being-learned-and-aged-CVE-2023-28984?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-0S-The-kernel-will-crash-when-
certain-USB-devices-are-inserted-CVE-2023-28975?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-MX-Series-If-a-specific-traffic-rate-
goes-above-the-DDoS-threshold-it-will-lead-to-an-FPC-crash-CVE-2023-28976?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-0S-In-a-6PE-scenario-upon-receipt-of-
a-specific-IPv6-packet-an-integrity-check-fails-CVE-2023-28979?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-0S-and-Junos-0S-Evolved-In-a-BGP-
rib-sharding-scenario-an-rpd-crash-will-happen-shortly-after-a-specific-CLI-command-is-issued-
CVE-2023-289807language=en US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-0S-Evolved-In-a-BGP-
rib-sharding-scenario-when-a-route-is-frequently-updated-an-rpd-memory-leak-will-occur-
CVE-2023-28982?language=en US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-0S-and-Junos-0S-Evolved-If-
malformed-IPv6-router-advertisements-are-received-memory-corruption-will-occur-which-causes-an-rpd-crash-
CVE-2023-28981?language=en US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Multiple-vulnerabilities-in-J-
Web?language=en US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-ACX-Series-IPv6-firewall-filter-is-
not-installed-in-PFE-when-from-next-header-ah-is-used-CVE-2023-28961?language=en_US
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https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Paragon-Active-Assurance-Enabling-the-timescaledb-enables-IP-forwarding-CVE-2023-28971?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Shell-Injection-vulnerability-in-the-gNOI-server-CVE-2023-28983?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Shell-Injection-vulnerability-in-the-gNOI-server-CVE-2023-28983?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-NFX-Series-set-system-ports-console-insecure-allows-root-password-recovery-CVE-2023-28972?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-NFX-Series-set-system-ports-console-insecure-allows-root-password-recovery-CVE-2023-28972?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-SRX-Series-Policies-that-rely-on-JDPI-Decoder-actions-may-fail-open-CVE-2023-28968?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-SRX-Series-Policies-that-rely-on-JDPI-Decoder-actions-may-fail-open-CVE-2023-28968?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Read-access-to-some-confidential-user-information-is-possible-CVE-2023-28978?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Read-access-to-some-confidential-user-information-is-possible-CVE-2023-28978?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-JRR200-Kernel-crash-upon-receipt-of-a-specific-packet-CVE-2023-28970?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-JRR200-Kernel-crash-upon-receipt-of-a-specific-packet-CVE-2023-28970?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Local-low-privileged-user-with-shell-access-can-execute-CLI-commands-as-root-CVE-2023-28966?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Local-low-privileged-user-with-shell-access-can-execute-CLI-commands-as-root-CVE-2023-28966?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX10002-Failure-of-storm-control-feature-may-lead-to-Denial-of-Service-CVE-2023-28965?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX10002-Failure-of-storm-control-feature-may-lead-to-Denial-of-Service-CVE-2023-28965?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-Malformed-BGP-flowspec-update-causes-RPD-crash-CVE-2023-28964?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-Malformed-BGP-flowspec-update-causes-RPD-crash-CVE-2023-28964?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-An-attacker-sending-genuine-BGP-packets-causes-an-RPD-crash-CVE-2023-28967?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-An-attacker-sending-genuine-BGP-packets-causes-an-RPD-crash-CVE-2023-28967?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX10002-PFE-wedges-and-restarts-upon-receipt-of-specific-malformed-packets-CVE-2023-28959?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX10002-PFE-wedges-and-restarts-upon-receipt-of-specific-malformed-packets-CVE-2023-28959?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-The-sysmanctl-shell-command-allows-a-local-user-to-gain-access-to-some-administrative-actions-CVE-2023-28973?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-The-sysmanctl-shell-command-allows-a-local-user-to-gain-access-to-some-administrative-actions-CVE-2023-28973?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Docker-repository-is-world-writeable-allowing-low-privileged-local-user-to-inject-files-into-Docker-containers-CVE-2023-28960?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Docker-repository-is-world-writeable-allowing-low-privileged-local-user-to-inject-files-into-Docker-containers-CVE-2023-28960?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Evolved-Docker-repository-is-world-writeable-allowing-low-privileged-local-user-to-inject-files-into-Docker-containers-CVE-2023-28960?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-MX-Series-In-a-BBE-scenario-upon-receipt-of-specific-malformed-packets-from-subscribers-the-process-bbe-smgd-will-crash-CVE-2023-28974?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-MX-Series-In-a-BBE-scenario-upon-receipt-of-specific-malformed-packets-from-subscribers-the-process-bbe-smgd-will-crash-CVE-2023-28974?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-MX-Series-In-a-BBE-scenario-upon-receipt-of-specific-malformed-packets-from-subscribers-the-process-bbe-smgd-will-crash-CVE-2023-28974?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX-Series-The-PFE-may-crash-when-a-lot-of-MAC-addresses-are-being-learned-and-aged-CVE-2023-28984?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-QFX-Series-The-PFE-may-crash-when-a-lot-of-MAC-addresses-are-being-learned-and-aged-CVE-2023-28984?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-The-kernel-will-crash-when-certain-USB-devices-are-inserted-CVE-2023-28975?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-The-kernel-will-crash-when-certain-USB-devices-are-inserted-CVE-2023-28975?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-MX-Series-If-a-specific-traffic-rate-goes-above-the-DDoS-threshold-it-will-lead-to-an-FPC-crash-CVE-2023-28976?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-MX-Series-If-a-specific-traffic-rate-goes-above-the-DDoS-threshold-it-will-lead-to-an-FPC-crash-CVE-2023-28976?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-In-a-6PE-scenario-upon-receipt-of-a-specific-IPv6-packet-an-integrity-check-fails-CVE-2023-28979?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-In-a-6PE-scenario-upon-receipt-of-a-specific-IPv6-packet-an-integrity-check-fails-CVE-2023-28979?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-In-a-BGP-rib-sharding-scenario-an-rpd-crash-will-happen-shortly-after-a-specific-CLI-command-is-issued-CVE-2023-28980?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-In-a-BGP-rib-sharding-scenario-an-rpd-crash-will-happen-shortly-after-a-specific-CLI-command-is-issued-CVE-2023-28980?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-In-a-BGP-rib-sharding-scenario-an-rpd-crash-will-happen-shortly-after-a-specific-CLI-command-is-issued-CVE-2023-28980?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-In-a-BGP-rib-sharding-scenario-when-a-route-is-frequently-updated-an-rpd-memory-leak-will-occur-CVE-2023-28982?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-In-a-BGP-rib-sharding-scenario-when-a-route-is-frequently-updated-an-rpd-memory-leak-will-occur-CVE-2023-28982?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-In-a-BGP-rib-sharding-scenario-when-a-route-is-frequently-updated-an-rpd-memory-leak-will-occur-CVE-2023-28982?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-If-malformed-IPv6-router-advertisements-are-received-memory-corruption-will-occur-which-causes-an-rpd-crash-CVE-2023-28981?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-If-malformed-IPv6-router-advertisements-are-received-memory-corruption-will-occur-which-causes-an-rpd-crash-CVE-2023-28981?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-If-malformed-IPv6-router-advertisements-are-received-memory-corruption-will-occur-which-causes-an-rpd-crash-CVE-2023-28981?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Multiple-vulnerabilities-in-J-Web?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-Multiple-vulnerabilities-in-J-Web?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-ACX-Series-IPv6-firewall-filter-is-not-installed-in-PFE-when-from-next-header-ah-is-used-CVE-2023-28961?language=en_US
https://supportportal.juniper.net/s/article/2023-04-Security-Bulletin-Junos-OS-ACX-Series-IPv6-firewall-filter-is-not-installed-in-PFE-when-from-next-header-ah-is-used-CVE-2023-28961?language=en_US
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DéleZitost O Nizka | [ Stredna X Vysoka [ Kriticka CVSS skére: 7.9
Klasifikacia X Neutajované / TLP(CLEAR) O Vyhradené O Déverné O Tajné

Kod sektora (dopad)

Identifikator

HPE OneView & OneView Global Dashboard - viacero bezpeénostnych zranitelnosti

Popis

Spoloénost HPE vydala bezpecnostné aktualizacie na produkty OneView a OneView Global Dashboard,
ktoré opravuju viacero bezpecnostnych zranitelnosti.

Najzavainejsie bezpecnostné zranitelnosti spocivaju v nedostatocnej implementacii bezpecnostnych
mechanizmov a umoziuju lokdlnemu, autentifikovanému Utocnikovi s pravomocami pouzivatela ziskat
neopravneny pristup k citlivym Gdajom, ktoré by mohli byt zneuZité na nasledné narusenie dbvernosti,
integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
13.04.2023

CVE

CVE-2023-28084, CVE-2023-28085, CVE-2023-28086, CVE-2023-28087, CVE-2023-28088, CVE-2023-280809,
CVE-2023-28090, CVE-2023-28091

Zasiahnuté systémy

HPE OneView Global Dashboard vo verzii starSej ako 2.72
HPE OneView vo verzii starSej ako 8.2
HPE OneView vo verzii starSej ako 6.60.04 LTS

Nasledky
Neopravneny pristup k citlivym ddajom

Odporucania

Administratorom odporuc¢ame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli spdsobit ziskanie pristupu k citlivym Gdajom je dobrou praxou
zmena vsetkych hesiel a kfucov na dotknutom systéme a aj na inych systémoch, kde sa pouzivalo
rovnaké heslo ¢i kluc.

Zdroje

https://support.hpe.com/hpesc/public/docDisplay?docLocale=en US&docld=hpesbgn04468en us
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en US&docld=hpesbgn04467en us
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en US&docld=hpesbgn04469en us
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DéleZitost O Nizka | [ Stredna X Vysoka [ Kriticka CVSS skére: 7.8
Klasifikacia X Neutajované / TLP(CLEAR) O Vyhradené O Déverné O Tajné

Kod sektora (dopad)

Identifikator

JTEKT ELECTRONICS Produkty - viacero bezpecnostnych zranitelnosti

Popis

Spolocnost JTEKT ELECTRONICS vydala bezpecnostné aktualizacie na produkty Kostac PLC Programing
Software a Screen Creator Advance 2, ktoré opravuju viacero bezpecnostnych zranitelnosti.
Najzédvaznejsia bezpecnostna zranitelnost spociva v nedostatotnej implementacii bezpecnostnych
mechanizmov a umoZiuje lokdlnemu, neautentifikovanému atoénikovi prostrednictvom podvrhnutia
Specidlne vytvorenych siuborov vykonat skodlivy kéd s nasledkom Uplného narusenia doévernosti,

integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
06.04.2023

CVE
CVE-2023-22345, CVE-2023-22346, CVE-2023-22347, CVE-2023-22349, CVE-2023-22350, CVE-2023-22353,
CVE-2023-22360, CVE-2023-22419, CVE-2023-22421, CVE-2023-22424

Zasiahnuté systémy
JTEKT ELECTRONICS Kostac PLC Programing Software vo verzii starSej ako 1.6.10.0
JTEKT ELECTRONICS Screen Creator Advance 2 vo verzii starSej ako Ver.0.1.1.4 Build01A

Nasledky
Vykonanie Skodlivého kédu a uplné narusenie dévernosti, integrity a dostupnosti systému
Neopravneny pristup k citlivym ddajom

Odporucania

Administratorom a pouzivatefom odporicéame vykonat aktualizaciu zasiahnutych systémov.

Taktiez odporucame poucit pouZivatelov, aby neotvérali neoverené e-mailové spravy, prilohy
z neznamych zdrojov a nenavstevovali nedéveryhodné webové stranky.

Riadiace jednotky a systémy odporuc¢ame prevadzkovat Uplne oddelené od internetu. Ak je potrebny
vzdialeny pristup, pouzite virtudlnu sikromnd siet (VPN). Administratorom odporiéame filtrovat
sietovl komunikaciu bezpeénostnymi prvkami sietovej infrastruktury.

Po odstraneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kdédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a kli¢ov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kl'uc.

Zdroje

https://www.cisa.gov/news-events/ics-advisories/icsa-23-096-02
https://www.cisa.gov/news-events/ics-advisories/icsa-23-096-03
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DéleZitost O Nizka | [ Stredna X Vysoka [ Kriticka CVSS skére: 7.8
Klasifikacia X Neutajované / TLP(CLEAR) O Vyhradené O Déverné O Tajné

Kod sektora (dopad)

Identifikator

Datakit CrossCAD/Ware - viacero bezpecnostnych zranitelnosti

Popis

Spoloc¢nost DATAKIT vydala bezpeénostnu aktualizaciu na svoj konverzny nastroj CrossCAD/Ware_x64
library, ktora opravuje viacero bezpecnostnych zranitelnosti.

Najzédvaznejsia bezpecnostna zranitelnost spociva v nedostatotnej implementacii bezpecnostnych
mechanizmov a umoZiuje lokdlnemu, neautentifikovanému atoénikovi prostrednictvom zneuzitia out-
of-bounds zapisu vykonat Skodlivy kod s nasledkom UGplného narusenia dévernosti, integrity
a dostupnosti systému.

Datum prvého zverejnenia varovania
13.04.2023

CVE
CVE-2023-22295, CVE-2023-22321, CVE-2023-22354, CVE-2023-22846, CVE-2023-23579

Zasiahnuté systémy
CrossCAD/Ware_x64 library vo verzii starSej ako v2023.1

Nasledky
Vykonanie Skodlivého kddu a Uplné narusenie dovernosti, integrity a dostupnosti systému
Neopravneny pristup k citlivym ddajom

Odportcania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kddu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a kli€ov na dotknutom systéme a aj na inych systémoch, kde sa
pouzivalo rovnaké heslo ¢i kl'tuc.

Zdroje

https://www.cisa.gov/news-events/ics-advisories/icsa-23-103-14
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DéleZitost O Nizka | [ Stredna X Vysoka [ Kriticka CVSS skére: 7.5
Klasifikacia X Neutajované / TLP(CLEAR) O Vyhradené O Déverné O Tajné

Kod sektora (dopad)

Identifikator

Mitsubishi Electric India GC-ENET-COM - bezpecnostna zranitelnost

Popis

Spoloénost Mitsubishi Electric India vydala bezpecnostnu aktualizaciu na svoj produkt GC-ENET-COM,
ktord opravuje bezpecnostnu zranitelnost.

Bezpecnostna zranitelnost spoliva v nedostatocnej implementacii bezpecnostnych mechanizmov
a umoZiuje vzdialenému, neautentifikovanému utocnikovi prostrednictvom zaslania Specidlne
upravenych paketov spésobit znepristupnenie sluzby.

Datum prvého zverejnenia varovania
13.04.2023

CVE
CVE-2023-1285

Zasiahnuté systémy

GC-ENET-COM zariadenia, ktorych firmvér zacina sériovym Cislom nizsim ako 17

Nasledky
Znepristupnenie sluzby

Odporucania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.

Riadiace jednotky a systémy odporic¢ame prevadzkovat Uplne oddelené od internetu. Ak je potrebny
vzdialeny pristup, pouzite virtudlnu sikromnd siet (VPN). Administratorom odporiéame filtrovat
sietov komunikaciu bezpecnostnymi prvkami sietovej infrastruktury.

Zdroje
https://www.cisa.gov/news-events/ics-advisories/icsa-23-103-15
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Kod sektora (dopad)

Identifikator

ROBOGUIDE-HandlingPRO - bezpecnostna zranitelnost

Popis

Spoloénost FANUC vydala bezpecnostnu aktualizaciu na svoj produkt ROBOGUIDE-HandlingPRO, ktora
opravuje bezpecnostnu zranitelnost.

Bezpecnostna zranitelnost spoliva v nedostatocnej implementacii bezpecnostnych mechanizmov
a umoZiuje vzdialenému, neautentifikovanému utocnikovi prostrednictvom zaslania Specidlne
vytvorenej poziadavky ziskat neopravneny pristup k citlivym Gdajom.

Datum prvého zverejnenia varovania
11.04.2023

CVE
CVE-2023-1864

Zasiahnuté systémy
ROBOGUIDE-HandlingPRO vo verzii starsej ako 9 Rev.ZD (vratane)

Nasledky
Neopravneny pristup k citlivym Gdajom

Odporucania

Administratorom a pouzivatefom odporiéame vykonat aktualizaciu zasiahnutych systémov.

Po odstraneni zranitelnosti, ktoré mohli spdsobit ziskanie pristupu k citlivym Udajom je dobrou praxou
zmena vsetkych hesiel a kli¢ov na dotknutom systéme a aj na inych systémoch, kde sa pouZzivalo
rovnaké heslo ¢i kluc.

Zdroje
https://www.cisa.gov/news-events/ics-advisories/icsa-23-101-01
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